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Abstract: There is an evident paradigm shift in steganalysis
techniques with discovery of deep learning networks. As
steganalysis is a classification task, it is done by machine learning
classifiers and ensembles of them. But with the proliferation of
deep learning and Convolutional Neural Networks in many
areas, the performance of steganalysis techniques have jumped
up to a another high, because of the application of Convolutional
Neural Networks. The traditional steganalysis techniques consists
two important steps, i.e., feature extraction and classification;
where as deep learning networks learn the features automatically,
eliminating the need of extraction of handcrafted features.
Because of this feature CNNs were highly successful in image
recognition and image classification techniques. In addition to
that, feature extraction and classification are combined together
in deep learning hence classification would be more effective
because of the learning of the features which are really important
for classification. But in Steganalysis the task is to detect very
subtle and weak noise created by the hidden data with
steganography techniques. We have designed a deep CNN
architecture customized for steganalysis task based on existing
residual neural networks frame. We have introduced a descriptor
to capture the inter pixel dependencies and which acts as an
indicator for weightage of a particular feature maps. Thus the
classifier can give more weightage to effective feature maps
instead of treating all the feature maps equally. We have also used
a gating mechanism by using sigmoid function after nonlinear
activation function sandwiched between two fully connected
layers. This enhancement to the existing deep residual neural
networks has given better results in terms of error detection rate
compared to the other deep learning based steganalysis
techniques.

Keywords: Classification, Convolutional Neural Networks,
Deep Learning, Steganalysis.

I. INTRODUCTION

The word Steganography is derived from Greek, which
means masked writing. The secret data to be communicated is
hidden in a carrier such as text, image, audio or video. The
objective of steganalysis is to conceal the very existence of
presence of the secret data in the carrier. Whereas in
Cryptography the objective is to decrypt the encrypted data.
Steganography is an one time method as if the opponent
knows the method of hiding the data, that method is useless
and cannot be used any more at all.

On the other hand Steganalysis is opposite of
Steganography, i.e., discovering the hidden data in a given
carrier, even if the steganalyzer may not be able to extract the
hidden information or decode the data, detection of the very
presence of the secret data in a carrier can be termed as
successful steganalysis technique. Though many carriers are

in use for the steganographic techniques images have
become very suitable choice for the majority of
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steganographers, because of the availability of digital images
over Internet and the redundancy in the image data. In our
research we focused on Image steganalysis.

Steganalysis can be described as a binary classification
problem. Given an image the steganalysis technique should be
effective enough to label the image either as an innocuous
image which is called Cover image or image containing the
secret data called Stego image.

Il. TRADITIONAL STEGANALYSIS

As Steganalysis is a binary classification problem it was
done using machine learning techniques until recently. At
first the properties of images which will be altered by the
hiding of the data, which are called features are to be
discovered. This step is called feature extraction. Then to
reduce the dimensionality of the problem a few features are
selected, from the extracted features, it is called feature
selection step. Then a classifier is trained to identify the stego
images and cover images.
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Fig. 1. Traditional Steganalysis

These Steganalysis techniques can be classified into two
categories 1. Targeted Steganalysis techniques 2. Universal or
blind Steganalysis techniques. Targeted steganalysis
techniques are designed to detect any particular
steganographic technique where as Universal steganalysis
techniques are designed to detect the stego images
irrespective of the steganographic technique. The major step
in these steganalysis techniques is the extraction of features,
which requires a great deal of expertise and knowledge of
statistical properties of image which will be affected by hiding
a secret data.

The features that are used in various steganalysis
techniques are image quality metrics[4], wavelet statistical
moments statistics [5] [6] [7] [8] [9] [10] [11][12][13] [14],
cooccurence matrices[15] [16] [17], Binary similarity
measures[18], Histogram based features[20], DCT features &
Markov features[24] rich models, calibrated features and
merged features[26].

Primary disadvantage with traditional steganalysis
techniques is that features are to be handpicked, which is a
very difficult task.
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Secondly the feature extraction step and classification steps
are separate, as a result the insights from classification step
cannot be used in the feature extraction step. Because of these
reasons, the performance measured in terms of detection
accuracy is low in traditional steganalysis. Till now
performance of traditional methods is maximum in ensemble
classifier with rich model features.

I1l. CNN BASED STEGANALYSIS

Convolutional Neural Networks are a category of deep
learning networks which are a successful breakthrough in
image classification. In Convolutional Neural Networks the
feature extraction and classification are combined in a single
step. i.e. features are not handpicked by the steganalyzer but
features are extracted and selected automatically. Any feature
missed in the feature extraction can be obtained in
classification step as both are combined.

A CNN has four parts 1. Convolutional Layers 2. Pooling
3. Activation function 4. Fully connected layer

CNN automatically extracts features from images
eliminating the step of handpicking of features. CNN learns
the features where as conventional classifier is trained with
features. Hence the CNN outperforms the of machine
learning based classifiers and even ensemble classifiers.
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Fig. 2.CNN based Steganalysis

IV. RELATED WORKS

Tan and Li [1] used convolutional auto-encoders for
steganalysis. This CNN consisted nine layers and three
blocks used Stacked Convolutional Auto Encoders (SCAE).
The performance of this CNN was far below the performance
of SRM steganalysis.[2]. Qian et al.[3] designed a CNN with
Gaussian function as the activation function. They have used
a preprocessing filter of size 5x5 before sending the image to
the convolutions layer. This CNN can be considered as a base
for many other CNNs for steganalysis designed later. The
preprocessing filter used by Qian has become a standard
preprocessing filter for all the successive CNN based
steganalysis techniques. Xu[4] incorporated domain
knowledge of features in the training of CNN. This CNN
architecture consisted five blocks of convolutions, average
pooling and non-linear activation functions TanH and ReLU
are used. Batch Normalization is used after each convolution.
The fully connected layer to which 128-D features are passed
produced the output label. The performance of this CNN
surpassed that of SRM steganalysis technique. Qian and
Dong[5] used the learning with huge payload images in
Steganography and transferred this learning for steganalysis
with low payload images. This methodology of this learning is
termed transfer learning. Couchot etal. [6] designed a CNN
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for a case of steganalysis where the same key is used in
steganography. Qian[7] have tried to enhance the noise
created by steganogrpahy by passing the input image through
a high pass filter and included domain knowledge the CNN
architecture. Ye et al.[8] designed a CNN with huge number
of layers and used a new activation function Truncated Linear
Unit which has proven to be a better performed. Zeng et al[9],
[10] have constructed a hybrid CNN with truncation and
quantization which has outperformed the conventional
steganalysis methods. Chen et al. have built a JPEG-phase
—aware deep CNN for steganalysis. In JPEG domain ,they
proposed a hybrid CNN steganalyzers equipped with
quantization and truncation, which is obviously superior to
hand-crafted JPEG steganalytic features. Chen et al. proposed
a JPEG-phase-aware deep CNN steganalyzer [11]. Xu [12]
proposed a CNN based on the successful image classification
CNN architecture —ResNet[13]. Many other deep learning
based CNNs have been devised by tweaking the hyper
parameters of CNN[[14][15][16][17][18].

V. PROPOSED METHOD

Different variants of CNN architectures for image
classification have been proposed in the recent past such as
LeNet-5[19], AlexNet [20], ZFNet[21], GoogleNet[22],
VGGNet[23], ResNet[24], ResNext[25]. We have chosen the
residual network architecture for our research work for the
following reasons. Firstly, The basis of residual network is
very similar to that of steganalysis. As shown in the figure
F(x) can be likened to the pure image and x can be likened to
the secret data. F(x)+x represents the Stego image and F(x)
represents the cover image. Secondly the residual networks
support very deep architecture with less computational

complexity.
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Fig. 3.Residual Network block

ResNet uses shortcut connections in the architecture thus
avoiding the downgrading of performance at higher depths
also. In general stacking up more and more layers would
result in vanishing gradient problem. Back propagation is
done through identity function. And the identity matrix
forwards the input data without loss of information.

Generally in convolution feature maps obtained represent
the local
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Fig. 4.Proposed Method
descriptor which will be index of local features. In order to
capture the inter pixel dependencies more effectively we have
included a global descriptor at the end of each convolution
block. This global descriptor is obtained by global average
pooling of the feature map. An effective steganalysis method
have to characterize the inter pixel dependencies; the global
descriptor does that work perfectly. The global descriptor
indicates the weightage of that particular feature map. For
non-lineaity we used ReLU activation function sandwiched
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between two fully connected layers. Then the smooth gating
can be obtained by sigmoid function. This setup of global
descriptor, fully connected layer, ReLU, fully connected layer
followed by sigmoid acts as an booster to effectively capture
the features that are sensitive to the hiding of data by
steganography. We have included Batch Normalization and
used dropout also for effectiveness of CNN.

VI. EXPERIMENTS & RESULTS

Tensorflow with Keras has been used on NVIDIA GPU
machine. Learning rate of 0.001, momentum of 0.1, and
weight decay of 0.0001 are used. SGD with mini batch size of
10 is considered. We have used the BOSSbasel.01lversion
which consists of 10000 images. We have used crop function
to generate 40000 cover images and 40000 stego images, each
of size 256x256. For generating stego images we have used
WOW, S-UNIWARD, HILL techniques. The detection error
rate at 0.4bpp payload has been tabulated below in
comparison with state of art SRM model and other deep
learning based methods.

Table- I: Error in Detection rate of Proposed method

St:g:;g‘;‘::;hy WOW | S-UNIWARD | HILL
Qians model 29.30% 30.90% -
Xu’s model - 19.70% 20.70%
DRN model 4.30% 6.30% 10.40%
Proposed Method 2.80% 4.90% 7.50%

The results show that the proposed method has shown
better performance than other contemporary techniques, due
to the modifications made such as global descriptors and
gating function.
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