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Abstract: Cloud computing is the on-request accessibility of 
computer system resources, specially data storage and computing 
power, without direct dynamic management by the client. In the 
simplest terms, cloud computing means storing and accessing 
data and programs over the Internet instead of your computer’s 

hard drive.  Along the improvement of cloud computing, more 
and more applications are migrated into the cloud.  A significant 
element of distributed computing is pay-more only as costs arise. 
Distributed computing gives strong computational capacity to the 
general public at diminished cost that empowers clients with least 
computational assets to redistribute their huge calculation 
outstanding burdens to the cloud, and monetarily appreciate the 
monstrous computational force, transmission capacity, 
stockpiling, and even reasonable programming that can be 
partaken in a compensation for each utilization way Tremendous 
bit of leeway is the essential objective that forestalls the wide 
scope of registering model for clients when their secret 
information are expended during the figuring procedure. Critical 
thinking is a system to arrive at the pragmatic objective of 
specific instruments that tackles the issues as well as shield from 
pernicious practices.. In this paper, we examine secure 
outsourcing for large-scale systems of linear equations, which 
are the most popular problems in various engineering disciplines. 
Linear programming is an operation research technique 
formulates private data by the customer for LP problem as a set 
of matrices and vectors, to develop a set of efficient privacy-
preserving problem transformation techniques, which allow 
customers to transform original LP problem into some arbitrary 
one while protecting sensitive input/output information. Identify 
that LP problem solving in Cloud component is efficient extra 
cost on cloud server. In this paper we are utilizing Homomorphic 
encryption system to increase the performance and time 
efficiency. 

Keywords: Cloud Computing, Homomorphic Encryption, 
Security, Linear Equation, Time   Efficiency.  

 

I. INTRODUCTION 

Distributed computing, the since quite a while ago 
envisioned vision of registering as an utility, empowers 
advantageous and on-request arrange access to an 
incorporated pool of configurable processing. 
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With the quick advancement of cloud administrations, it has 
been a significant pattern to give secure re-appropriating 
registering administrations in business and logical 
application. Secure Outsourcing registering makes the client 
do hard computational undertakings with constrained 
figuring assets. Furthermore, the, ventures and people can 
maintain a strategic distance from immense costs in 
equipment and programming, which is effective and cost 
sparing. Seeing enormous scale direct frameworks of 
conditions is one of the most broadly perceived and focal 
issues in secure re-appropriating processing. This issue 
generally speaking requires an abundance of computational 
assets for asset restricted clients to settle. Such immense 
quantities of masters endeavor to use distributed computing 
to take care of such issues. In Despite the gigantic focal 
points, the manner in which that customers and cloud are not 
really in the proportional accepted space brings various 
security concerns and troubles toward this promising 
estimation redistributing model First, client's information 
that are prepared and produced during the computation in 
cloud are every now and again touchy in nature, for 
instance, business money related records, restrictive 
research information, and actually recognizable wellbeing 
data, and so on. While applying standard encryption 
techniques to this delicate data before redistributing could 
be one way to deal with way the security concern, it 
additionally makes the assignment of calculation over 
encoded data when all is said in troublesome issue. Second, 
since the operational subtleties inside the cloud are not 
straightforward enough to clients, no assurance is given on 
the nature of the figured outcomes from the cloud to ensure 
the delicate information and yield information and to 
approve the calculation result honesty, it is hard to foresee 
that customers should turn over control of their processing 
needs from nearby machines to cloud exclusively dependent 
on its financial reserve funds.. Concentrating on the building 
and logical figuring issues, this paper looks into secure 
redistributing for broadly relevant enormous scale 
frameworks of straight conditions (LE), which are among 
the most famous algorithmic and computational gadgets in 
various designing orders that examine and improve genuine 
frameworks. Specifically, component uses the added 
substance homomorphic encryption plan to securely harness 
the cloud for discovering dynamic approximations to the 
course of action in a protection safeguarding and cheating-
flexible way. Distributed computing is a registering 
framework that is used for access to helpful non request 
arrange in shared pools of PC assets, which has more 
noteworthy effectiveness and more prominent figuring 
power. The basic advantage of cloud computing   is   the   
advantages   of   centralized   large computational   power,   
space   and   efficiency, with the goal that clients can 
outsource the cloud to compile   your complex problem.  
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Also, this is also new security challenges   like   tight-tuner   
data   privacy,   privacy,   and inspection Frequently, the 
general linear equations of the X=B form   are   problems   
related   to   the   current   scientific community. The   cloud   
has   the   flexibility   of   flexible management   with   the   
flexibility   of   flexible   computing power.   Problems   
extinguished   by   customer   problems, limited private and 
sensitive information such as Personal identifiable   bus   
information,   sensitive   search   data,   etc. Therefore,   to   
protect   this   data   from   unauthorized   use, customers 
must encrypt their data before outsourcing, but calculation 
of computations on these encrypted data makes it a difficult 
problem for the cloud. 

1.1Background 

In distributed computing, clients can appreciate the really 
boundless registering assets in the cloud through the 
invaluable yet adaptable compensation per-use habits. 
Despite the enormous points of interest, the manner in 
which that clients and cloud are not really in the 
proportionate accepted region brings various security 
concerns and difficulties toward this promising calculation 
re-appropriating model. In the first place, client's 
information that is dealt with and created during the 
calculation in cloud are regularly delicate in nature, for 
instance business money related records, restrictive research 
information, and actually recognizable wellbeing data, and 
so forth. While applying common encryption systems to this 
delicate information before re-appropriating could be one 
way to deal with battle the security concern, it also makes 
the task of calculation over scrambled information when all 
is said in done an exceptionally troublesome issue. This 
paper inspects secure redistributing for commonly 
appropriate enormous scale frameworks of Linear 
Equitation (LE), which are among the most renowned 
algorithmic and computational instruments. The 
investigation from existing methodologies and the 
computational common sense rouses us to configuration 
secure system of redistributing LE by means of a totally 
extraordinary methodology iterative technique, where the 
arrangement is extricated by means of finding progressive 
approximations to the arrangement until the necessary 
precision is gotten. As far as we could possibly know, no 
current work has ever effectively handled secure 
conventions for iterative strategies on explaining huge scale 
frameworks of LE in the calculation redistributing model, 
and we give the principal study in this paper. In particular, 
our component uses the added substance homomorphic 
encryption plan to safely outfit the cloud for finding 
progressive approximations to the arrangement in a security 
saving and cheating-strong way. 

1.2 Motivation 

Customers must be prepared and generated during the 
calculation   to   protect   confidential   data   (e.g.,   business 
financial   records,   personal   research   data,   etc.).  
Against unauthorized   information   leaks,   sensitive   data   
must   be encrypted before essential outsourcing. Due to the 
general limitations   of   standard   data   encryption   
methods   in   the cloud, it is a difficult problem to calculate 
encrypted data 
 

1.3 Objective 

1. To analyze and calculated the Linear Equation Used HUI 
using Kth Value.  

2. To design the value of equation our Application used as 
limit such as the above Limit and Below Limit of Value. 

3. To identify and formulate the linear programming 
problem using pivot method, for secure outsourcing 
using homomorphic encryption to the cloud server. 

4. To analyse the performance of the proposed system. 
 

1.4 Problem Statement 

There are numerous certifiable issues that would prompt 
huge scale and very thick frameworks of direct conditions 
with up to many thousands or even millions obscure factors. 
The theoretical computer science community has devoted 
considerable attention to the problem of how to securely 
outsource different kinds of expensive computations. 
Computation time is relative more in the existing system and 
also its computation efficiency is less. 

II. LITERATURE SURVEY 

There is additionally a lot of research take a shot at the 
safely re-appropriating calculations in the previous decades. 
The hypothetical software engineering network has 
dedicated significant consideration regarding the issue of 
how to safely re-appropriate various types of costly 
calculations. Distributed computing has increased a lot of 
force as of late because of its monetary focal points. In this 
paper, the creators featured the fundamental objectives and 
essential difficulties of conveying information escalated 
applications in cloud situations. The creators gave a review 
on various methodologies and components of handling these 
difficulties and accomplishing the necessary objectives. The 
creators investigated the different plan choices of each 
approach and its appropriateness to help certain class of 
utilizations and end-clients. At last, the creators detailed 
about some genuine applications and contextual 
investigations that began to understand the force of cloud 
innovation. A discourse of some open issues and future 
difficulties relating to adaptability, consistency, efficient 
preparing of enormous scale information on the cloud is 
given. There are a few significant classes of existing 
applications that is by all accounts additionally convincing 
with cloud conditions and contribute further to its energy 
soon. [1] 
In this paper, we inspected the issue of securely 
redistributing gigantic scale LE in circulated registering. To 
guarantee customers' grouped data drew in with the counts 
by then transforms into a huge security concern. In this 
paper, we present a safe redistributing segment for clarifying 
enormous scale frameworks of Linear equations (LE) in 
cloud. Since applying standard procedures like Gaussian 
transfer or LU crumbling to such huge scale LE issues 
would be prohibitively exorbitant, we fabricate the ensured 
LE redistributing part by methods for an absolutely 
unprecedented strategy.  
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The maker moreover analyzed the scientific property of the 
system vector enlargement and developed a capable and 
incredible swindling revelation plot for solid result check. 
Further, set up formal security system for general iterative 
technique based calculation re-appropriating component. [2]  
In this paper the maker recently introduced a flimsier model 
called "two untrusted program model" for re-appropriating 
exponentiations modulo a colossal prime. In the two 
untrusted program model, there are two non-interesting 
servers and expect everything considered one of them is not 
well arranged while we can't know which one. We present 
two valuable redistribute secure plans. Specifically, we 
advise the most ideal approach to securely redistribute 
estimated exponentiation, which displays the computational 
bottleneck in most open key cryptography on 
computationally restricted devices.[3]  
In this paper the maker kept an eye on the issue of secure re-
appropriating for commonly relevant direct factor based 
math computations. The computational work done locally 
by the client is straight in the size of its data and doesn't 
require the client to finish locally any exorbitant encryptions 
of such data. In any case, the proposed shows required the 
exorbitant exercises homomorphic encryption. Regardless, 
this paper was less capable for execution. The maker gave 
shows for the private and cheating-solid re-appropriating of 
estimations that have a logarithmic structure like system 
duplication. In future work we will stretch out these 
outcomes to various arithmetical structures, for example, the 
shut semi-ring ones that emerge in powerful programming 
and in chart calculations [4] 
In this paper, the maker at first looks at an insurance sparing 
CGM (conjugate slope strategy) calculation for secure re-
appropriating of huge scale frameworks of straight 
conditions.. In particular, to verify the cloud client's 
insurance, we develop a security defending system change 
reliant on straight polynomial math and show that the 
ensuing structure is computationally indistinct from a 
discretionary one. We find that the cloud server can recover 
the guaranteed coefficient network of the immediate course 
of action of conditions from the message it gets, which 
makes the security system in this arrangement misses the 
mark. This is a troublesome issue, which makes the private 
and tricky data of the customer break to the cloud server, 
and security ensuring doesn't exist. [5]  
This paper looks at such secure re-appropriating for 
generally important gathering connection issues and gives a 
beneficial show for a customer to securely redistributing 
progression relationships with two remote administrators. 
The close by figuring done by the customer are immediate 
in the size of the progressions, and the computational cost 
and proportion of correspondence done by the outside 
administrators are close to the time multifaceted nature of 
the most well-known estimation for dealing with the issue 
on a lone machine. So client private and delicate 
information can be kept from pariah cloud master 
communities. Future work consolidates making gainful 
redistributing shows for other figuring concentrated issues. 
[6]  
In this paper maker presented the essential estimation for 
secure arrangement of elliptic twist pairings subject to an 
untrusted server model. Furthermore, the outsourcer could 

distinguish any failure with probability if the server 
demonstrations naughtily. Regardless, an obvious burden of 
the estimation is that the outsourcer ought to do some other 
exorbitant exercises, for instance, scalar duplications and 
exponentiations. An interesting assessment heading is 
further improve the shows by trading off real insurance from 
computational security. [7] 
In this work, we presented the thought of Verifiable 
Computation as a characteristic definition for the undeniably 
regular marvel of redistributing computational assignments 
to untrusted laborers. First formalized the idea of undeniable 
calculation and introduced an obvious calculation conspire 
for any capacity. Be that as it may, it is wasteful for handy 
applications because of the confounded encryption 
procedures. In this manner, a lot of specialists researched 
unquestionable calculation for explicit capacities so as to 
acquire considerably more productive conventions. At long 
last, it is fascinating to upgrade an irrefutable calculation 
plan to incorporate a non-denial property, with the goal that 
a customer who gets a deformed reaction from a specialist 
can show the laborer's misconduct to an outsider. [8] 
In this paper, the hypothetical software engineering network 
has committed extensive thoughtfulness regarding the issue 
of how to safely redistribute various types of costly 
calculations. Nonetheless, the arrangement utilized the 
camouflage strategy and hence permitted spillage of private 
data.[9] 
Another yield criticism Q-learning plan was introduced to 
tackle the LQR issue for discrete-time frameworks. An 
inserted spectator based methodology was proposed which 
empowers learning and control utilizing yield criticism 
without requiring the information on framework elements. 
Another LQRQ-work was introduced which utilizes just the 
info yield Data rather than a full-state input. This Q-work 
was utilized to infer an identical yield input LQR controller. 
Subsequently, the need of utilizing a limited cost work has 
been dispensed with and shut circle dependability is 
ensured. It was demonstrated that the proposed Q-learning 
calculations unite to the ostensible arrangement of the ARE. 
An extensive recreation study was led which approves the 
proposed plan. [10] 
In this paper, we considered the usage of ParAd, 
programming for explaining direct Diophantine frameworks 
on present day parallel designs utilizing OpenMP and MPI. 
Discrete-occasion framework broadly applied for check of 
correspondence conventions; assessing system execution; 
fabricate control and business forms administrations; 
tackling errands in science and science; and demonstrating 
simultaneous calculations. In this paper we structure another 
solver of direct Diophantine frameworks dependent on the 
parallel consecutive sythesis of the framework families. The 
solver is considered and executed to run on parallel designs 
utilizing a two level parallelization idea dependent on MPI 
and OpenMP. Further, we created ParTou, a solver of direct 
frameworks in non-negative numbers. [11] 
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In this paper, just because, the creators formalized the issue 
of safely redistributing LP calculations in distributed 
computing, and gave such a handy component structure 
which satisfies input/yield security, conning strength, and 
proficiency. By unequivocal decaying LP calculation re-
appropriating into open LP solvers and private information, 
our system configuration can investigate proper 
security/productivity tradeoffs by means of more significant 
level LP calculation than the general circuit portrayal. The 
creators additionally explored duality hypothesis and 
determined a lot of essential and adequate condition for 
result check. Further creator attempts to build up formal 
security structure, stretch out our outcome to non-direct 
programming re-appropriating.[12] 
In this paper, the creators have proposed a redistributed 
picture recuperation administration from compacted 
detecting with protection confirmation. Redistributed picture 
recuperation administration misuses procedures from 
various areas, and expects to take security, structure 
unpredictability, and effectiveness into thought from the 
earliest starting point of the administration stream. With 
redistributed picture recuperation administration, 
information proprietors can use the advantage of compacted 
detecting to unite the testing and picture pressure by means 
of just direct estimations. Further creator attempts to 
improve both broad security investigation and exact 
analyses have been given to show the protection 
confirmation, productivity, and the viability of the 
framework. [13] 
It is a processing model in which virtualized assets are given 
as assistance over the Internet. The idea joins framework as 
a help, stage as assistance and programming as assistance 
that have the normal topic for fulfilling the registering needs 
of the clients. Distributed computing administrations as a 
rule give basic business applications online that are gotten to 
from an internet browser. This paper gives a lot of 
consideration to the Grid worldview, as it is regularly 
mistaken for Cloud advancements. The creator additionally 
depicts the connections and differentiations between the 
Grid and Cloud draws near. In future, security 
improvements are required so ventures could depend 
delicate information on the Cloud framework. [14] 
In this paper, the creators have characterized a lot of new 
security protecting helpful logical calculation issues: 
security saving agreeable straight arrangement of conditions 
issue and security safeguarding agreeable direct least square 
issue. The creator has created conventions to take care of 
these issues. The significant constraint of this work is 
because of the limited field supposition, which makes the 
calculations in our paper fairly not the same as the first 
logical calculations. Later on work, creator might want to 
characterize a limited field that makes our calculations 
steady with the first logical calculations. [15] 

III.PROPOSED METHODOLOGY 

In the proposed system there will be two sections one will 
be how might we store the file on the cloud and other will be 
calculating the linear equation. In this System right off the 
bat we will show how we can store the document safely on 
the cloud. For this we are going to utilize AES encryption 

algorithm. Through this encryption algorithm we will 
initially encode the record and afterward we will transfer 
that scrambled document in the cloud. In the wake of 
transferring the document on the cloud we can download 
that record and furthermore decode the document to see the 
first information of the document. Thusly we can safely 
store and move the document on the cloud. In this we 
proposed a safe redistributing system for enormous scale 
straight conditions dependent on the Homomorphic 
encryption strategy to dissect and figure the direct condition 
safely at the cloud server which builds the calculation 
effectiveness and furthermore it will be time productive. 
Notwithstanding, the proposed conventions required the 
costly tasks homomorphic encryptions. It requires 
associations between the customer and the cloud server 

3.1 Block Diagram and Flowchart 

 

 
Fig.1 Proposed Architecture 

In fig.1, proposed architecture user will first securely send 
the linear equation problem in encrypted way to the cloud 
server then on the encrypted data only operations will done 
and send the solution of the linear equation problem in 
encrypted form only and then the user will verify and 
decrypt that solution and find the solution of its problem..  
3.2 Algorithm Details: 
In this system we are using AES (Advanced Encryption 
Standard) algorithm for encrypt and decrypt the file. 

 
Fig.2 Homomorphic algorithm Architecture 

Algorithm : AES Algorithm for Encryption. 
AES (advanced encryption standard) .This is used 
symmetric mechanism to encrypt data. It used to convert 
plain text into cipher text .The algorithm is come to exist 
because of weakness in DES.  
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Step1- Input: 
128_bit /192 bit/256 bit input (0,1) 
Secret key (128_bit) + plain text (128_bit). 
Step 2-Process: 
10/12/14-rounds for-128_bit /192 bit/256 bit input 
Xor state block (i/p) 
Final round: 10, 12, 14 
Each round consists: sub byte, shift byte, mix columns, add 
round key. 
Step 3- Output: 
Ciphertext (128 bit) 
3.3 Mathematical Description 
Firstly, user will give the input as an Function and get its 
relevant output. And this whole process will be done in 
different phases: 
KeyGen: User will encrypt its Input F(x) with the security 
parameter (k) and generate keys i.e. Public key (Pk) and 
Prvate key (Sk). 
  
ProbGen: User encode its input function by using its 
private key (Sk) and a public value (βx) which is given to 

the server and a private value (µx) is kept secure at the client 
side. 
 
Compute: Server will compute the encoded function (βx) 

with its public key (Pk) and generates the output (βy). 
 
Verify: User will verify the encoded output (βy) with its 

private key (Sk) the the verification algorithm output 1 if 
(βy) is valid, otherwise 0. 
 
Solve: User uses its private key (Sk) to decrypt the private 
value ((µx) and encoded value (βy) to get the output 

function 
 Y=F(x) 
 
 

IV. RESULT ANALYSIS 

For proposed system jdk 8 used and IDE is Eclipse Oxygen. 
Server is Apache tomcat 7 .The cloud used is Drive HQ. The 
fragmented block will store on cloud.  

 
Fig.3 Shows file size on x axis and time (ms) to upload on 

Y-axis 

Explanation: Graph shows size of file and time to upload 
that file after performing fragment and t-coloring .As size of 
file increases the time will increase. 

Table 01: Time to upload file 
ID File size Time to upload 

(ms) 
1 30kb 30 
2 50kb 35 

3 100kb 60 
4 1mb 100 
5 3mb 250 

 
Above table 01 gives the information of uploading time for 
30kb, 50kb, 100kb, 1mb and 3mb file size. 

V. CONCLUSION 

In this research paper, author propose a novel productive 
outsource secure algorithm for large-scale systems of linear 
equations, which are the most essential and expensive 
operations in many engineering controls. In this research 
author researched the problem of safely outsourcing large-
scale LE in cloud computing. Different from previous study, 
the computation outsourcing system depends on iterative 
techniques, which has the advantages of easy to-execute and 
less memory requirement in practice. This is specially 
appropriate for the application situation, where 
computational constrained clients need to safely tackle the 
cloud for solving large-scale problems. Our strategy is 
utilized to increase time efficiency and makes the 
performance better as compared to earlier 
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