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Software Defect Prediction Via Deep Learning

Rehan Ullah Khan, Saleh Albahli, Waleed Albattah, Mohammad Nazrul |slam Khan

Abstract: Existing models on defect prediction are trained
on historical limited data which has been studied from a variety
of pioneering and researchers. Cross-project defect prediction,
which is often reuse data from other projects, works well when
the data of training models is completely sufficient to meet the
project demands. However, current studies on software defect
prediction require some degree of heterogeneity of metric values
that does not always lead to accurate predictions. Inspired by the
current research studies, this paper takes the benefit with the
state-of-the-art of deep learning and random forest to perform
various experiments using five different datasets. Our model is
ideal for predicting of defects with 90% accuracy using 10-fold
cross-validation. The achieved results show that Random Forest
and Deep learning are giving more accurate predictions with
compared to Bayes network and SVYM on all five datasets. We
also derived Deep Learning that can be competitive classifiers
and provide morerobust for detecting defect prediction.

Keywords: Defect prediction; Deep Learning;
repository mining; Cross-Project; Classimbalance.
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I.INTRODUCTION

Reducing defects and number of failures in software
products is an important goal for software engineers. Thisis
done in order to achieve maximum performance, build the
trust of users and enhance the overall quality of the product.
During the life cycle of a product, a software goes through
several feature changes, quality iterations and reassembling.
Ideally, al these changes are perfectly merged, should cause
no defect and are free of error. However, technically these
changes sometimes induce the defect in an already working
product, known as defect inducing changes. So, a “defect-
inducing-change” can be described as a type of software
change (single commit or multiple iterations in a specific
period of time), which may cause one or humerous faults or
defects in the software’s source code Jist-In-Time (JIT)
defect prediction is of more practical value compared with
traditiona defect predictions at module. The J'T was coined
by the Kame et a.[35] who put forward a method of
checking the error based on raw metric which not only
predicts the error out from the line of code under inspection,
but also highlights the latent defect which can be detected at
the check in time unlike other effort-aware detection
method. This method & so reduces the tedious task of finding
the author of the code as many people are involved over a
module and doing the inspection at the check in time , where
the change details are till fresh in mind, help make the

debug very easy.
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Therefore, in JT defect predictions, it is easy to find such
a developer to inspect the predicted defect-prone change, as
each change is associated with a particular developer. Kim et
al. [36] used numerous features extracted from various
sources such as change metadata, source code, and change
log messages to build prediction models to predict defect-
inducing changes. Their results showed that defect-inducing
changes can be predicted at 60% recall and 61% precision
on average.

However, there is much work available on the JT effort
aware system by using the traditional file, package or
method level for the defect prediction [22-24].as well as
supervised machine learning methods and unsupervised
learning methods. Still, there is a huge gap in accuracy, and
false prediction.. Therefore, it is necessary to have state-of-
the-art supervised, unsupervised or deep learning methods
that can reduce the accuracy gap and can provide efficient
predictions, which are precise and timely. Hence, the basic
objective of this work is to cope with the challenges of JT
prediction, and propose a technique , which is highly
efficient in terms of results and preciseness. In this paper, we
performed various experiments using five different datasets
for the prediction of defects using a state-of-the-art fusion
approach of deep learning method with the Random Forest
algorithm, which help predicting of defect with 90%
accuracy using 10-fold cross-vaidation. Thus, our model
can reduce the error level in accuracy and avoid false
prediction as the data grows.

The rest of the paper is organized as follows. Section 2
reviews up-to-date literature on Just-in-time software defect
prediction as well as the benefit of using deep learning in
software engineering. In section 3, we have reported the
approach used in our experiments. Section 4 presents our
proposed model with its experimental analysis, evaluation
results and experimental discussions. Finaly, conclusions
and perspectives are given in Section 5.

[I.BACKGROUND AND RELATED WORK

Just-in-time software defect prediction (JT-SDP) has
valuable vicinity in software defect prediction because it
provides to identify defect-inducing changes. Yang at €. [1]
have compared the performance of local and global models
through a large-scale empirical study based on six open-
source projects with 227417 changes in the context of JIT-
SDP. Local models have significantly better effort-aware
prediction performance than global models in the cross-
validation and cross-project-validation scenarios. Therefore,
local models are promising for effort-aware JT-SDP. Xiang
at el. have proposed a multi-objective optimization based
supervised method MULTI to build JT-SDP models [4].
MULTI can perform significantly better than the state-of-
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the-art supervised and unsupervised methods in the
three performance evaluation scenarios. The results confirm
that supervised methods are still promising in effort-aware
JT-SDP. Hoang at el. have deployed an end-to-end deep
learning framework, named DeepdIT that automatically
extracts features from commit messages and code changes
and use them to identify defects using QT and
OPENSTACK software [7]. Yasutaka at €. [10] have
investigated J' T models learned using other projects are a
viable solution for projects with limited historical data. JIT
models tend to perform best in a cross-project context when
the data used to learn them are carefully selected.

Fu. at €. [2] have reported that supervised predictors
did not perform outstandingly better than unsupervised ones
for effort-aware just-in-time defect prediction on the basis of
their experiments. Recently, Yang et a. have proposed an
unsupervised model and applied it to projects with rich
historical bug data. Supervised models that benefit from
historical data are expected to perform better than
unsupervised ones [3]. Meng at €. [5] have compared the
effectiveness of unsupervised and supervised prediction
models for effort-aware file-level defect prediction and
suggested that unsupervised models do not perform
statistically significantly better than state-of-art supervised
model under within-project setting. Chen at €. [6]
recommended that researchers need to use the unsupervised
method LOC_D as the baseline method, which is used for
comparing their proposed novel methods for Software defect
number prediction (SDNP) problem in the future. Duksan at
el [11] have proposed a transfer cost-sensitive boosting
method that considers both knowledge transfer and class
imbalance for cross-project defect prediction (CPDP) when
given asmall amount of labeled target data.

Thomas at €. [12] have studied cross-project defect
prediction models on a large scale and obtained results
indicate that cross-project prediction is a serious challenge,
i.e., smply using models from projects in the same domain
or with the same process does not lead to accurate
predictions.

Feng at el. have examined two types of unsupervised
classifiers: a) distance-based classifiers (e.g., k-means); and
b) connectivity-based classifiers. They compared the
performance of unsupervised classifiers versus supervised
classifiers using three publicly avalable datasets (i.e.,
AEEEM, NASA, and PROMISE). Steffen at €l. [14] have
provided a comparative study to benchmark cross-project
defect prediction approaches.

Panichella at el [15] have presented an empirical study
aiming at statistically analyzing the equivaence of different
defect predictors. They proposed a combined approach,
coined as CODEP (COmbined DEfect Predictor) that
employs the classification provided by different machine
learning techniques to improve the detection of defect-prone
entities. This is also confirmed by the superior prediction
accuracy achieved by CODEP when compared to stand-
alone defect predictors. Nam at el. have proposed [16] a
prediction model with defect data collected from a software
project and predict defects in the same project, i.e. within-
project defect prediction (WPDP) and cross project defect
prediction (CPDP) to predict defects for new projects
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lacking in defect data by using prediction models built by
other projects.

Ryu at €. have proposed [17] a transfer cost-sensitive
boosting method that considers both knowledge transfer and
class imbalance for CPDP when given a small amount of
labeled target data. However, Their analyses also yield
defect predictors learned from NN-filtered CC data [18],
with performance close to, but till not better than, WC data.
Therefore, they perform afinal analysis for determining the
minimum number of local defect reports in order to learn
WC defect predictors.

Y. Ma at d. have [19] considered the cross-company
defect prediction scenario where source and target data are
drawn from different companies. In order to harness cross
company data, they try to exploit the transfer learning
method to build faster and highly effective prediction model.

Xiao at el. have provided effective solutions for both
within-project and cross-project class-imbalance problems
[20]..

2.1 Deep Learningin Software Engineering

Machine learning, especially deep learning, has got
much interest in the literature recently. It has got good
promising results in the field of software engineering
research. Machine learning of software engineering has the
opportunity of using learning agorithms which is not
available in traditional software engineering.

A great interest has been on software engineering
on one side, and also for machine learning testing on the
other, but as far as we know, the intersection of software
engineering and machine learning has not received the same
interest [22-24].

Arpteg et. a. [21] has discussed the challenges of
software engineering in machine learning, namely deep
learning. They defined a set of challenges related to the
intersection of software engineering and machine learning.
seven empirically validate projects were used in the study,
they ended up with twelve challenges. the main goal was to
grab the attention of the field researchers to these kinds of
challengesin their future work.

Maet. a. [25] studied the safety and security issues
in deep learning systems from the software quality
perspective. They believe that although such systems have
gained success, they ill suffer from different defects and
vulnerabilities when they are deployed to serious security-
related applications.

Lee et. a. [26] used deep learning method to
discover software weaknesses. the method is based on
learning the assembly code to define software defects. the
results were promising and showed a high level of accuracy,
which encourage for further investigations in this regard.

Corley et. a. [27] deployed deep learning models
for feature location. Although the study is introductory, it
shows promising results that encourage for further
investigations in future. Similarly, Mani et. a. [28]
proposed a new algorithm using deep learning model to
report software bugs. the proposed method presents great
improvements to the bug representation, which leads to a
better understanding of the bug and consequently the bug
classification.
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Figure 1 shows the generic flow of the evaluation
approach. Asin Figure 1, the defect data is divided into two
parts. The training set, and the test set. The training set is
used to learn the class distribution and the correlation of the
class with the rest of the features. The training process is a
supervised process. Once, the inherent structures in the data
are learned, the output is predictive model. This predictive
model can be used to predict new defect cases. The model is
either a flow of steps or a mathematical representation for
new un-seen cases. The model performance is checked by
testing the model on the test data. The correct and incorrect
predictions are noted. The approach then loads another set
of the training data for next iteration on the dataset.

For defect analysis, and performance evaluation,
we use the 10-folds cross-validation as atraining and testing
paradigm. The 10-folds cross-validation not only reliably
learns and tests the performance of the classifier, but is also
a standard approach for classifier comparison in the state of
the art. The 10-folds cross-validation uses 90% data for
training and 10% data for testing. For 90% of training data,
the model is created and tested on the 10% testing data. The
testing data is un-seen data for creating the model and
therefore represents the real-world scenario for new queries
for defect analysis. The prediction performance of a
particular classifier is noted and stored. Then, the processis
repeated 10 times as shown in Figure 1, and the average of
performance is calculated. This removes the bias of results,
and the performance can be generalized for practica
applications.

Deep learning algorithm is the state-of-the-art
model. Deep learning can be used as a simple Neura
Network classifier where the features are extracted by non-
Deep approaches and Deep learning only learns the class
separation. This approach is not as robust as the one where
deep learning is used to extract features. Deep learning in
other the form where features are learned and classified by
the Deep learning agorithm itself is used extensively in
image classification and regression problems. In the
comparative experiments when we use Deep learning, we
mean the usage of Deep learning for classifying features
only and is not used for features extraction. Our model
trained on the following parameters, one input layer, 2 fully
connected hidden layers and 1 out layer, a dropout rate of
0.9, thelearning rate of 0.01, and error epsilon of 1.0E-4.

3.1 EVALUATION

3.2. Dataset

We use the PROMISE data [37] set for defect prediction
made publicly available in order to encourage repeatable,
verifiable, refutable, and/or improvable predictive models of
software engineering. This dataset consists of different
modules and repositories that satisfy our requirements.
There are five repositories; which are CM1, JM1, KC1,
KC2, and PCL.

The CM1 is a NASA spacecraft instrument written in "C".
Data comes from McCabe and Halstead features extractors
of source code. These features were defined in an attempt
to objectively characterize code features that are associated
with software quality. The McCabe and Halstead measures

I11. APPROACH
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are "module’-based where a "modul€” is the smallest unit
of functiondity. In C, "modules’ would be called
"function" or "method" respectively. The JM 1lis written in
"C" and is areal-time predictive ground system. The KC1 is
a "C++" system implementing storage management for
receiving and processing ground data. KC 2 is Data from
C++ functions. Science data processing; another part of the
same project as KC1; different personnel than KC1. Shared
some third-party software libraries with KC1, but no other
software overlap. The PC 1 is Data from C functions from
flight software for earth orbiting satellite.

-

| Defect Data |
Y

| Training set |
h J

| Feature set |
v

| Classifier |
Y Y

| Test set | | Training |
¥ ¥

| Feature set | | Model |
Y

>| Model Testing |

Y

| Performance |

Figure 1: The generic flow diagram of the evaluation of
machine learning algorithmsfor the defect analysis.

3.3. Analysis
For evaluation, we use the Precision, Recall in the form of
an F-measure. The precision and recall are favored over the
Accuracy when the classes in data are unbalanced. Since we
have unbalanced classes in the dataset, we therefore, use
these parameters for evaluation. The F-measure takes both
the Precision and Recall for calculation and isreliable in the
state of the art for similar applications. However, since the
F-measure takes into account both the Precision and Recall,
for the evaluation, we report only the F-measure for al the
approaches. This simplifies the comparison discussion.. The
Precision is calculated as:
The Precision is calculated as:
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Precision=TP/(TP+FP) 1)

Where TP is True Positive and FP is False Positive.
Recal |=TP/(TP+FN) 2

Where FN is False Negative.

F-measure takes both the precision and recall
consideration and is calculated as:

Fmeasure=2* (Precision* Recall)/(Precision+Recall)
©)

Figure 2 shows performance evaluation of the Bayes
network, Random forest, SVM, and the Deep Learning
based on F-measure. In Figure 2, for the “Deep learning”,
features are not extracted by Deep learning but only
classified by Deep learning. From Figure 2, the Bayes
Network has an F-measure of 0.718. Generaly, the F-
measure can be converted to % correct detections. This
means that Bayesian network model can learn the defect and
non-defect separation upto 71.8% in the CM1 dataset. This
is considerably low detection performance. Compared to the
Bayes network, the Random forest has increased F-measure
of 0.854. This means that Random forest F-measure has a
combined Precision and Recall of 85.4%. In other words,
the model of Figure 1 generated by training a Random forest
makes only 15% errors. The correct predictions will be 85
out of 100. Thisisgenerally acceptable range in the machine
learning paradigm. In Figure 2, the SVM gets an F-measure
of 0.852. This is amost similar to the F-measure of the
Random forest (0.854). The SVM and Random forest has
also show good overal performance in the state of the art
for classification tasks. We find similar results for the CM1
dataset as that of the State of the art for SVM. The SVM
reports 85% correct detections out of 100 queries. In Figure
2, the evaluation of the Deep learning gets an F-measure of
0.861. The F-measure of the Deep learning is higher than
the F-measure of 0.718 for Bayes Network, 0.854 of the
Random forest, and 0.852 of the SYM. The Deep learning
on CM1 dataset outperforms the Bayes network, Random
forest, SYM. The Deep learning has almost 16% correct
defect/non-defect  detections compared to the Bayes
network. The correct detections of Deep learning compared
to the Random forest and the SVM are not that significant,
though dightly higher.

into

CM 1-F-measure

| I

Bayes Network Random Forest Deep Learning

Figure 2: The performance evaluation of Bayes network,
Random forest, SVM, and the Deep learning for the
CM 1 defect dataset. Y-Axis showsthe F-measure values.
“Deep learning” represents the approach where features
are classified by the Deep learning. The featuresare not
extracted by the Deep Learning.
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Figure 3 shows the performance evaluation of the Bayes
network, Random forest, SVM, and the Deep Learning
based on F-measure using the IM1 dataset. From Figure 3,
the Bayes Network has an F-measure of 0.71. This means
that the Bayesian network model can learn the defect and
non-defect separation upto 71% in the JM1 dataset. This is
considerably low detection performance. Compared to the
Bayes network, the Random forest has increased F-measure
of 0.787. This means that the Random forest F-measure has
a combined Precision and Recal of 78.7%. The correct
predictions will be approximately 79 out of 100. In Figure 3,
the SVM gets an F-measure of 0.722. Thisis almost similar
to the F-measure of the Bayes network. The SVM reports
72.2% correct detections out of 100 queries. For IM1, as the
features are only numerical and extracted external, the Deep
learning is used as the normal Neural Network. This Neura
model of the Deep learning is sometimes referred to as the
dense/fully connected setup of layers. In Figure 3, the
evaluation of the Deep learning gets an F-measure of 0.755.
The F-measure of the Deep learning is higher than the F-
measure of Bayes Network, and the SVM. The Deep
learning on JM1 dataset does not outperforms the Random
forest. However, it shows good detection performance
compared to the Bayes network and the SVM. The correct
detections of Deep learning compared to the Random forest
are reduced as compared to the dataset CM 1.

IM 1-F-measure

072
0.66

Bayes Network Random Forest Deep Learning

Figure 3: The performance evaluation of Bayes networKk,
Random forest, SVM, and the Deep learning for the JM 1
defect dataset.

Figure 4 shows the performance evauation of the Bayes
network, Random forest, SVM, and the Deep Learning
based on F-measure using the KC1 dataset. From Figure 4,
the Bayes Network has an F-measure of 0.73. Thus the
Bayesian network can learn the defect and non-defect
separation upto 73% using the KC1 dataset. As for the
datasets of CM1 and JM1, the Bayes network shows
considerably low detection performance. Compared to the
Bayes network, the Random forest has increased F-measure
of 0.848. Thus the Random forest F-measure has a
combined Precision and Recall performance of 84.8%, thus
accounting to 79 out of 100 correct detections. In Figure 4,
the SVM gets an F-measure of 0.786. The SVM thus reports

78.6% correct detections out of 100 testing cases.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring


http://www.ijitee.org/

OPEN aﬂCCESS

For KC1, the Deep learning is used as the dense/fully
connected setup of layers. In Figure 4, the evaluation of the
Deep learning gets an F-measure of 0.826. The F-measure of
the Deep learning is higher than the F-measure of Bayes
Network, and the SVM. This coincides with the results of
the IM1 dataset. However, the Deep learning on KC1
dataset does not outperforms the Random forest. The
Random forest provides almost 2.5% correction detections
compared to the Deep learning. The results are in synch with
the results of the dataset IM 1.

KC 1 - F-measure

0.82
0E
0.78
0.76
02
E I
ne
0.68

BayesNetwork Random Forest Deep Learning

Figure 4. The performance evaluation of Bayes network,
Random forest, SVM, and the Deep learning for the KC1
defect dataset.

Figure 5 shows the performance evauation of the Bayes
network, Random forest, SVM, and the Deep Learning
based on F-measure using the KC2 dataset. From Figure 5,
the Bayes Network has an F-measure of 0.797. Thus the
Bayesian network can learn the defect and non-defect
separation upto maximum of 80%. As similar to the datasets
of CM1, M1, and KC1, the Bayes network aso shows
considerably low detection performance for the KC2
dataset. The Random forest has increased F-measure of
0.825. Thus the Random forest F-measure has a combined
Precision and Recall performance of 82.5%. In Figure 5, the
SVM gets an F-measure of 0.784. The SVM thus reports
78.4% correct detections out of 100 testing cases. For KC2,
the Deep learning is used as the densef/fully connected setup
of layers. In Figure 5, the evaluation of the Deep learning
gets an F-measure of 0.818. The F-measure of the Deep
learning is higher than the F-measure of Bayes Network,
and the SVM. This coincides with the results of the IM1,
and KC1 datasets. However, the Deep learning on KC2
dataset does not outperforms the Random forest. The results
are amost in synch with the results of the datasets IM1 and

KC1.

KC 2 - F-measure

| I I
0.8

. I

0.76

BayesNetwork Random Forest Deep Learning

Figure5: The performance evaluation of Bayes network,
Random forest, SVM, and the Deep learning for the KC2
defect dataset.
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Figure 6 shows the performance evaluation of the Bayes
network, Random forest, SVM, and the Deep Learning
based on F-measure using the PC1 dataset. From Figure 6,
the Bayes Network has an F-measure of 0.803, learning the
defect and non-defect separation upto 80%. As similar to the
datasets of CM1, IM1, KC1, and KC1, the Bayes network
also shows considerably low detection performance for the
PC1 dataset. The Random forest has an F-measure of 0.927
with.almost 93% correct detections. In Figure 6, the SVM
gets an F-measure of 0.897. The SVM thus reports almost
90% correct detections out of 100 testing cases. For PCL1,
the Deep learning is used as the dense/fully connected setup
of layers. In Figure 6, the evaluation of the Deep learning
gets an increased F-measure of 0.909. The F-measure of the
Deep learning is higher than the F-measure of Bayes
Network, and the SVM. This coincides with the results of
the other three previously discussed datasets. The Deep
learning on PC1 dataset does not outperform the Random
forest. We observe that in 4 out of 5 cases, the Random
forest outperforms the deep learning. In dataset CM1 only,
the Deep learning outperforms the Random forest.

PC1-F-measure

Bayes Network

im o
K i

= A =1
2 o o oo o =
=R R = = = =

|
oa

.

=
]
= on

Random Forest WM Deep Learning

Figure 6. The performance evaluation of Bayes network,
Random forest, SVM, and the Deep learning for the PC1
defect dataset.

3.4. Discussion

Figure 7 shows the average of the F-measure for the Bayes
network, Random forest, the SVM, and the Deep learning
for the five datasets of CM1, M1, KC1, KC2, and the PC1
datasets. Figure 7 shows that the average F-measure for the
Deep learning for the 5 datasets is higher than Bayes
network, SVM, however, dightly less than the F-measure of
the Random forest.

Deep learning is normally used in two settings; feature
extraction and/or feature learning [38]. Deep learning can be
used as a simple Neura Network classifier where the
features are extracted by non-Deep approaches and Deep
learning only learns the class separation. This approach is
not as robust as the one where deep learning is used to
extract features. In the evaluation of Deep learning for
defect analysis, it is not possible to use it in the features
extraction setup. As the features are only numerical and
extracted external, the Deep learning be
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Neural model of the Deep learning is sometimes referred to
as the dense/fully connected setup of layers. In Figure 7, the
evaluation of the Deep learning gets an F-measure of 0.833.
The F-measure of the Deep learning is higher than the F-
measure of 0.753 for Bayes Network, 0.808 of the SVM.
The F-measure of the Random forest is 0.848. Thus, this on
average is higher than all the other 3 classification
approaches. The Deep learning on all 5 datasets outperforms
the Bayes network and SVM only. The Deep learning has
almost 8.5% correct defect/non-defect detections compared
to the Bayes network. The correct detections of Deep
learning compared to the SVM are 3%. The random forest
outperforms al the three classifiers on the 5 datasets. The
Random forest has 9.5% more correction detections
compared to the Bayes network, 4% compared to the SVM
and 1.5% compared to the Deep learning. These results
coincide with the state of the art of Random forest for
different applications.

Average F-measure for all 5 sets

0.84

D.82

Y

078

: I
- I

Bayes Network Random Forest SVM Deep Learning

Figure7: Average of the F-measurefor the Bayes
network, Random forest, SVM, and the Deep learning
for all five defect dataset.

IV.CONCLUSION AND FUTURE WORK

Different machine learning algorithms are used to detect
defect prediction inducting changes. Nevertheless, , the
performance of these learning mechanism is highly
dependent on the data that is used to train the model. In this
paper, we have modeled the outcomes using PROMISE
dataset in five different modules and repositories: CM1,
M1, KC1, KC2, and PC1l. We implemented the dataset
using four different classifiers: Bayes network, Random
forest, SVM, and the Deep Learning based on F-measure,
making it more robust and outperform al the models
available. On performing various experiments, Random
Forest and Deep learning work better than Bayes network
and SVM (on all five datasets). Specifically, deep learning
gains competitive results comparing it with random forest
making the deep learning more robust for detecting defect
prediction.

Moving forward, we expect that further research could
improve our model by investigating more parameters tuning
and congtraints. Additionally, studying different classifiers
such as: neural networks will be other dimensions of
extension.

Data Availability

The experiment uses public dataset shared by Kamei et d
[35], and they have aready published the download address
of the dataset in their paper.
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