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Abstract: Nowadays cloud computing is utilized in several IT
capabilities like smart industry with IoTs, Mobile computing, etc.,
It is happen through outsourcing data to a third-party
administrative control which is great application of cloud. But
this leads to data leakage through attacks. A high level of data
security is required on the data stored in cloud nodes. This paper
enhances the security and data availability by dynamic
fragmentation and replication process. The fragmentation is
performed in runtime to create the fragments according to the
available virtual machine. The replication aims to enhance the
better load balance with less number of replicas. Bee colony
algorithm is used for finding the best node in replication. The
AES encryption approach is used for encrypting the fragments.
This approach does not provides the original data if any attacks
happened successfully.
Keywords: Cloud computing, data fragmentation, data
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I.

INTRODUCTION

Cloud computing allows their user to store and retrieve the
digital data anywhere. The cloud data storage replaces the
physical storage system in various organizations which is
owned and maintained by several hosting organizations.
Data security, Retrieval time, load balancing and Data
reliability have been widely concerned for outsourcing the
data [1]. The recent studies consider the Data fragmentation
and the Replication process as a solution for above
mentioned issues [2]. The Data fragmentation is performed
in two methods: Static and Dynamic. The static
fragmentation first creates the fragments and stores them
while execution. Dynamic fragmentation creates the
fragments based on the available resource and stores them
simultaneously. The dynamic fragmentation process
improves the scalability and efficiency of while outsourcing
the data File replication process reduces the node
overloading when the cloud node gets multiple requests at a
time [3]. Replication reduces the retrieval time in an
efficient manner. This is done by distributing the widely
used files replica nodes. The contribution of the proposed
works is
• An outsourced data scheme is proposed that
enhance both the performance and security by
fragmenting the cloud user file and replicates
those file in various location.
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•

The dynamic fragmentation generates the
fragments based on the number of virtual machine
availability. That significantly reduces the number
of fragments that improves the throughput and
reduces the delay time and response time.
• The replication process improves the load
balancing and data reliability by performing the
multiple times replica placement. In addition the
proposed replication model generates the minimal
replicas to utilize the available storage resources
effectively.
• The proposed Dynamic Data Fragmentation and
Replication (DDFR) method ensure the security of
the fragmented data through the AES encryption
techniques.
The remaining section of this paper is organized as: Section
II discusses the literature review on data fragmentation and
replication process. In addition the encryption techniques
are also reviewed for cloud data security. Section III
describes the existing Encryption techniques and their
drawbacks in detail. Section IV explains the proposed
methodology of DDFR approach with its architecture.
Section V presents the Experimental setup of the
implementation and the obtained result. The Conclusion and
the direction for the future study of this research is discussed
in Section VI.
RELATED WORKS
Amjad Alsirhani et al [4] proposed a scheme to
enhance the database security using data fragmentation. The
combination of encryption techniques is introduced to
maintain the data confidentiality. Through this scheme the
author distributes the database over the cloud with level of
security using the encryption combination.
Nelson Santos and Giovanni L. Masala [5]
proposed a security model for NoSQL Database using data
fragmentation. Authors apply the pattern fragmentation
techniques to convert the data into chunks. The system
obtains a layer of security on the data instead of applying
encryption schemes.
di Vimercati et al [6] presents the model for Data
Confidentiality in cloud data using fragmentation and
encryption techniques. The symmetric encryption is adopted
for uploaded data in cloud. Yu-Ju Chen et al [7] applies the
dynamic replication techniques for cloud data centers to
achieve great availability and reliability of data in cloud.
This system achieves less response time and lessens the
system overhead.
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Uras Tos et al [8] presents a data replication model
for improving the performance and service provider profit.
This approach estimates the query response time and
execute the replication process.
N.Mansouri and M.M.Javidi [9] develops a
Prefetching-aware Data Replication methods for enhance
the availability of cloud data. With the file access history
replication scheme determines the connection of the files
and retrieve the widely accessed files.
II.

The proposed approach aim at achieving high data
availability with data confidentiality while outsourcing the
data files. The proposed architecture is shown in figure 1.
The proposed framework is executed during the outsourcing
process. The data user uploads the data file in cloud server.
Then Encryption process is carried out on the data using
AES algorithm. After that the dynamic fragmentation is
executed based on the runtime feedback of available Virtual
machines. Eventually the replication is performed to store
the data file in different cloud node.

PROPOSED METHODOLOGY

Figure 1. Architecture of the proposed model
Advanced Encryption Standard (AES)
AES is one of the powerful symmetric algorithm which is
commonly used for enhancing the security. Our model used
the 128 bit block and key for encryption. AES is variable
and depended to the length of the key. AES performs all its
operations in terms of bytes instead of bits, so AES treats

the 128 bit as 16byte. This 16 byte is arranged in a 4X4
matrix. AES uses 10 series for 128-bit keys, 12 series for
192-bit keys and 14 series for 256-bit keys. Each of these
series uses a different 128-bit series key, which is intended
from the original AES key.

Figure 2. AES Structure.

Retrieval Number: D2054029420/2020©BEIESP
DOI: 10.35940/ijitee.D2054.039520
Journal Website: www.ijitee.org

767

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

International Journal of Innovative Technology and Exploring Engineering (IJITEE)
ISSN: 2278-3075 (Online), Volume-9 Issue-5, March 2020
Data fragmentation
The security of cloud computing depend on each
node security instead of entire node. If one node got any
successful attack the other nodes can has the possibility for
vulnerability. The data owner worried about the security
concerns when outsourcing the data to third party control.
To overcome this issue fragmentation is applied in the
proposed system to ensure the security. Initially the number
of virtual machine is captured during the execution and the
fragmentation is carried out to create data chunk from.
The possibility of successful attack on this model is
evaluated by the following scenario. Consider a cloud node
with N numbers and 𝑝 number of data files fragments. Let 𝑎
be the number of successful intrusions on distinct nodes,
such that s>z. The probability that s number of victim nodes
contain all of the z sites storing the file fragments
(represented by P(s,z)) is given as:

𝑎 𝑁−𝑎
(𝑝 ) (
)
𝑠−𝑝
𝐹(𝑎, 𝑝) =
𝑁
( )
𝑠
If the values of 𝑁, 𝑎, 𝑝 are 30, 10 and 7 then
𝐹(𝑎, 𝑝) = 0: 0046. However if the values of 𝑁, 𝑎, 𝑝 are
50, 20 and 15 then 𝐹(𝑎, 𝑝) = 0: 000046. From this
scenario it is clear that increasing value in N gives a less
possibilities for successful attack.
The figure 3 shows the overall flow chart of
encryption, fragmentation and Replication process. The
replication finds the best nodes for storing the fragments.
While retrieving the data it’s reduced the waiting time and
fetches the data effectively.
The data replication is performed based on the
Artificial Bee Colony (ABC) optimization. In ABC half of
the bees perform as workers and the remaining bees acts as
guardians. The ABC for selecting the best node for
replication process is performed as mentioned in [10].

Start

Upload the data file

Measure the number of VMs

Perform AES

Fragment the file based on VM

Initialize the bee colony

Order the fragments in
descending order

Yes
If nodes are
overloaded

No
Replicate the fragments to the
node

End

Figure 3. Flow chart of proposed model
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III.

EXPERIMENTAL RESULT

Table 1. Formulas of Performance parameter.

The proposed work performance is estimated in this section.
The experiment was carried out in Java based Netbeans
IDE. The cloud setup and the simulation modeling are
utilized through Cloudsim Tool. It is a Java Library that
supports the cloud computing simulation with help of cloud
related modeling through the jar files. The performance
metrics such as Response time, Throughput and Memory
utilization is measured. The formula for calculating the
performance metrics is given in table 2.
Response Time
350

No

Performance

1

𝑛

Response Time

Response Time = ∑ 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛_𝑆𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒
𝑖=0

2

Throughput = 𝑊𝑜𝑟𝑘𝑙𝑜𝑎𝑑⁄𝐹𝑖𝑛𝑖𝑠ℎ 𝑇𝑖𝑚𝑒
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Figure 4. The Result of Throughput Time.
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Figure 5. The Result of Throughput Time.
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Memory Utilization
Memory Utilization
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Figure 6. The Result of Memory Utilization.
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Figure 7. The Result of Fragemenation.
Figure 2 to 4 shows the result of Response Time,
Throughput, Memeory Utilized and number of
fragementaion. From the above result it is clear that the
proposed techniques provides the efficient result. This
system reduces the response time and increase throughput.
The runtime fragmentation option and AES encryption
provides the security to the system. The Replication process
ensure the high data availability to the cloud user.
IV.

CONCLUSION

Data fragmentation and replication are important
problems in outsourcing data. The aim of this study is to
enhance the security of the cloud data through data
fragmentation and Replication process. To achieve this goal
the dynamic fragmentation scheme is applied and the
artificial bee colony algorithm is adopted. The security of
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the overall model is maintained by the AES encryption
techniques. The system model utilizes the Cloudsim
for implement the cloud based experiment that provides the
efficient result. The performance of the system is evaluated
based on the number of tasks and the size of the virtual
machines. The high throughput 4.9 Kbps is achieved.
Likewise the retrieval time is also reduced. Increasing size
in virtual machine does not exceed 350 Ms in retrieving the
data. In addition the cpu memory utilization and the number
of fragment is also evaluated for showing the performance
of the presents study.
In Future this research can be done to reduce the
number of replicas and develops the model to delete the
redundant replicas.
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