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Abstract: In modern time, Mobile Wireless Sensor Networks 

(MWSN) technology has gained tremendous popularity and is 
widely used in various applications. MWSN is a temporary 
network designed for a specific purpose. The dynamic nature of 
these networks makes them more usable in different fields. The 
autonomous systems of these wireless mobile nodes can be 
established anytime, anywhere. However, due to its high mobility, 
lack of centralized authority and the nature of open media, 
MWSN is more vulnerable to a variety of security threats and 
hence more vulnerable to security issues than traditional Wireless 
Sensor Networks (WSN). MWNs are extremely vulnerable to 
various types of threats, which will greatly reduce network 
performance in different situations. In this article, we first provide 
the general description about MWSN along with its component 
used and then reviewed the well-known work done by various 
researchers to detect distributed denial-of-service attack (DDoS). 
The review thoroughly identified different aspects of the proposed 
methodology. In addition, we also provide comparative analysis of 
various analyzed parameters that are examined to determine the 
effectiveness of the designed protection network against DDoS 
attack. 

Keywords : Mobile Wireless Sensor Networks, DDoS attack, 
MANET, Throughput, Packet Delivery Ratio, Detection Accuracy.  

I. INTRODUCTION 

Mobile wireless sensor networks (MWSNs) play a very 
important role in today’s lifetime in which the data 

transmission is done through the mobile sensor nodes. 
MWSN is more flexible in contrast to static WSN because 
sensor nodes can be installed in any situation and respond to 
rapid topology changes [1]. The main components that are 
included by the MWSN are: microcontroller, multiple 
sensors (i.e. light, temperature, humidity, pressure, mobility, 
etc.), along with transceiver units and all are powered by a 
battery [2]. The main application found by MWSN is in 
environment monitoring, healthcare, navigation, military 
applications and many more. MWSN mainly faces two 
challenged namely hardware and environment. In hardware 
the structure is mainly restricted due to the battery usages and 
in case of environment; the nodes are deployed in remote 
areas [3].   
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Fig. 1. Architecture of MWSN 

The general structure of MWSN is shown in Fig. 1. 
Normally, the sensor nodes are deployed with different 
sensing units such as to sense: temperature, humidity, 
pressure, moisture and so on. The MWSN is a combination of 
different units such as processing units, sensing units, radio 
transceiver, and battery power [4]. The uses of sensing nodes 
are limited because of their storage and battery power usages. 
The architecture of MWSN is identical to the traditional 
WSN architecture. But, the MWN architecture consists of 
some additional elements such as localization finder, 
Mobilizer and power generator as listed under additional unit 
of Fig.1. The purpose of localization finder is to search the 
position of the mobile node. The mobilize is used to offer 
mobility for a sensor node. The power is delivered to the 
entire network by power generation unit [5]. 

A. Mobile WSN Challenges 

To focus on the mobility of WSNs, it is important to first 
understand how common assumptions about statically 
deployed WSNs change while introducing the mobile 
entities. 
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Table-I: MWSN challenges 

B. Energy Conservation 

  The main problem with MWSN is to save energy. There are 
many ways to save energy, and many scientists have carried 
out research related to this. Fig. 2 depicts the classification of 
energy-saving approaches utilized in WSN [7]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Energy saving approaches in MWSN 

C. Topology control 

Topology control in WSN is a technique to decrease the 
network topology so that the nodes of the network can be 
reduced and hence utilized less energy. It can also reduce the 
interference between transmissions nodes simultaneously [8]. 

D. Power management 

Power management algorithm based mainly on connecting 
radio stations or inactive nodes. This is mainly used for the 
management of charged batteries. Energy management is 
primarily designed for battery life. These are based on sleep, 
waking time, space, geographical factors and active or sleep 
mode of sensor nodes. Power management is classified into 
two methods. 

▪ Power grating – In this technique, the energy is 
harvested by introducing an automatic switch between 

the chips and the power supply line. 
▪ Power Matching Methods – In this, the battery selection 

is done as per the cell size. This is the optimal 
battery-powered choice. It allows the use of steady 
downstream power. The power is controlled by 
transmitter and receiver nodes along with internal 
nodes [9]. 

 
A distributed denial of service (DDoS) attack can be stated 

as an open attack that exhausts the resources of the victim 
node. It deploy multiple nodes to launch an attack by sending 
a packet stream to the victim node, thereby consuming the 
victim node's resources and preventing legitimate source 
nodes from using them. This type of attack can also be 
defined as an attacker, which is trying to flood a victim node 
with number of requests and data, making it impossible for 
legitimate nodes to use it [10]. When an attack is performed 
by single node in the network, a denial of service attack 
(DoS) is defined. When multiple nodes attack the legitimate 
node, the attack is termed as DDoS. As a result, the victim 
node becomes unable to process multiple packets and hence 
denies service. 

In the presence of DDoS, the attacker node flooded 
multiple packets so that the genuine node is blocked. DDoS 
attack is mainly categorized into two categories: (i) 
bandwidth depletion and (ii) resource depletion.  In the 
former case, the aim of the attacker node is to flood the 
affected node with a large amount of data so that the actual 
information cannot be forwarded to the legitimate node [11]. 
For the resource depletion case, the attacker's goal is to 
degrade the important resources of the affected node to avoid 
legitimate users from utilizing these resources. The existence 
of DDoS attack affects the network performance such as 
throughput, packet delivery ratio (PDR), and delay. In this 
paper, a comparative analysis of different research performed 
by various researchers has been performed. The main aim is 
to know how the researchers have worked to protect mobile 
WSN against the DDoS attack [12]. 

II.  RELATED WORK  

In practical MANET, security is the main area of concern. 
In modern time, different prediction methods have been 
proposed to enhance the MWN against attacks. A state- of art 
related to the MWSN protection against DDoS attack has 
been reviewed in this section along with the summary detail 
provided in Table. 2. 
Khare et al. (13, 2017) have introduced the concept of node 
trust calculation, which is used to analyze the trust value of 
every node. For the detection of wormhole, DDoS and Black 
hole attack in mobile environment the fuzzy logic technique 
has been used. For the selection of shortest patch while 
transmitting data Ad-hoc on demand distance vector 
(AODV) routing protocol has been used.  
Initially, zero trust value is assigned to each deployed node 
and during the initialization of communication trust value is 
determined during the reception of message from the 
processor node. 
 The algorithm used for the detection of DDoS attack is as 
follows; 
 

Challenges Description 

Localization In a stationary network, the position of nodes is 
determined during their initialization.  
However, the position of mobile nodes must be known 
while the nodes are changing their position within the 
sensing area. 
This process of finding position of mobile nodes 
requires extra time and effort, as well as requires fast 
localization services. 

Dynamic 
Network 
Topology 

Due to the mobile nature of sensor nodes in MWSN, 
the topology is also dynamic, which requires novel 
routing as well as Medium access control (MAC) 
protocols.  
Due to the mobile nature of MWSN, the prior 
information of route stored into the routing table is 
outdated quickly. 
Also, the route discovery process must be performed 
repeatedly, which increase the usages of power, 
bandwidth as well as require more time. 

Power 
Consumption 

Power consumption required high compared to 
traditional WSN, which increase the energy cost. 
Also, the MWSN nodes must be equipped with high 
energy or having self charging capability. 

Mobility of Sink In few of MWSN systems, mobile base station is used 
to pass the collected data to the desired destination 
node. The utilization of mobile base station helps to 
minimize the transmission hops. 

Energy 
Conservation 

Topology 
Control 

Power 
manageme

nt 

Location 
driven 

Connection 
driven 

Sleep or 
wake up 
protocols 

MAC 
protocols 
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Arunmozhi et al. (14, 2011) have presented a flow 
monitoring technique to prevent network against DDoS 
attack. The designed mechanism has used the information of 
medium access control (MAC) layer for the detection of 
attacker node. For protection of the network bandwidth 
reservation with distribute rate manage mechanism has been 
used so that after the identification of attacker node, all 
incoming messages have been blocked. The resource is 
available to the genuine user. 
Shams and Rizaner (15, 2018) have integrated Intrusion 
Detection System (IDS) in MANET to provide a reliable 
solution. Support vector Machine (SVM) has been used to 
detect the DoS attack with high detection rate in short time. 
Also, it has been shown that the network efficiency has not 
been affected by the network size. It has also been proved that 
the routing protocols such as AODV, OLSR and DSR are all 
provide equal outputs while using during the communication 
process in the presence of DOS attack. From the experiments 
it has been examined that the SVM approach is highly suited 
for the prevention of mobile network from DoS attack. 
Kesavamoorthy and Soundar (16, 2018) have introduced 
an autonomous multi-agent system in addition to particle 
swarm optimization (PSO) approach to protect mobile 
network against DDoS attack. The multi agent system helps 
to increase the decision rate accuracy while detecting the 
attacker node. The attacker node is found by examine the 
entropy along with covariance mechanism. Using this 
concept, the monitoring agent keeps their eyes on the 
network resources. If the system found anything wrong, it 
generates the detection mechanism. The result shows that the 
security as well as the performance of the system increases in 
an efficient way.  
Mehmood et al. (17, 2018) have presented a secure Internet 
of Things (IoT) structure against DDoS attack. Naïve Bayes 
classification algorithm has been integrated with IDS, which 
was deployed in terms of multi agent in the entire network. 
This is used to sense the misbehavior activities of the data 
traffic of the nodes. Naïve Bayes classifier algorithm has 
been utilized to distinguish the normal and abnormal 
activities of the network nodes. It is basically a supervised 
learning approach, which works on the Bayes’ theorem. 
 
P((J│K)=(P(k│J)P(J))/(P(K))         (1) 
P((J│K)= P(K_1│J)×P(K_2│J)×P(K_3│J)×……………
………P(K_n│J)×P(J)          (2) 
By using the above equations, one can compute the 
probability of J events conditioned on the K data. This is done 
by determining the probability of K conditioned by the event 
J and then multiply the probability of event J. In the case of 
attacker detection, this can be calculated by determining the 
probability of an attack based on some data by first 
calculating the probability that some previous data is part of 
that type of attack, and then multiplying by that type of attack 
Probability occurs, reducing normalization of P (K). 
Kolandaisamy et al. (18, 2018) have presented a new 
Multivariant Stream Analysis (MVSA) system, which 
maintains the number of stages for the identification of DDoS 
attack in Vehicular ad hoc network (VANET). The attacker 

node has been detected on the basis of different traffic 
conditions and the time frames. A set of rules has been 
defined for different traffic class in distinct time frame. The 
rule set has been designed based on the extracted node’s 

features. 
Sowah et al. (19, 2019) have presented ANN based IDS for 
MANET. Five number of nodes are deployed in the designed 
network among all N-5 is used as an administrative node, 
which monitors the activities of the other network nodes. 
Based on the nodes features ANN is trained so that in future, 
the unwanted activities in the network can be identified.  
Shona et al. (20, 2018) have presented an effective data 
mining based approach for IDS in MANET. For the detection 
of multiple attacks such as firefly algorithm in addition with 
genetic algorithm has been employed for feature selection of 
attacks. The combined algorithm proposed by the researcher 
is written as below. 
 
Hybrid FA-GA feature selection algorithm 
Attributes as an Input: Designed MANET Properties and 
Size of Population (N) 
Attributes as an Output: Selected Properties of MANET  
Step 1: Design a MANET Simulator using the N sensor 
nodes  
Step 2: Deploy attackers with the network for simulation 
purpose. 
Step 3: Design Create attack profile by stimulating the 
attacks  
Step 4: Make a repository to store the properties of normal 
profile and attack profile nodes. 
Step 5: Define the basic operators with N population size and 
Termination Criteria (TC) 
Step 6: While (not reached at TC) // Loop for feature 
selection 
Step 7: For k=1→N with increment  
Step 8: With the help of RNN classifier, check the fitness of 
N 
Step 9: Fitness of N = Classification Accuracy 
Step 10: If Fitness of N is the best fitness value  
Step 11: Best Fitness of N = Fitness of N 
Step 12: End 
Step 13: Crossover is performed on Best Fitness of N 
Step 14:  Firefly algorithm is used instead of mutation based 
on the light intensity (LI)  
Step 15: LI=Maximum value as a Best Fitness of N in terms 
of the Properties of the MANET 
Step 16:  Check the TC and go ahead 
Step 17: End 
Step 18: Return: Selected Properties of MANET in term so 
the LI which act the input of the RNN     
Step 16: End 
The output obtained after applying the FA with GA is 
provided as input to the Replicator Neural Network (RNN) 
which categorizes the data. 
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Table-II: Comparative study of existing techniques 
Author, publisher 

and Year 
Technique Used Objective Performance 

Metrics 
Number of 

deployed nodes 
and simulation 

area 

Simulator Outcomes 

Khare et al. (2017) Fuzzy logic with 
AODV 

To protect 
network 

against three 
different 
attacks 

(wormhole, 
DDoS and 
blackhole ) 

PDR and 
Number of 

search packets 
broadcasted with 

respect to 
simulation time 

(s) 

Nodes→50 
Area→800×800 

ns2-2.34 PDR around 
90 % has 
attained. 

Arunmozhi et al. 
(2011) 

Springer 

Flow monitoring 
control mechanism 

To design a 
network with 

high 
detection 
rate, low 

development 
cost 

Bandwidth 
received (Mbps) 
and PDR with 

respect to 
number of 
attackers 

Nodes→80 
Area→1200 ×1200 

NS2 PDR around 
50 % has 

been 
acheived 

Shams and Rizaner 
(2018) 

Springer 

Support vector 
Machine 

The aim is to 
detect the 
malicious 

node in less 
time with 

high 
detection rate 

End to end delay 
(s) 

PDR (%) 
And detection 
rate (%) with 

respect to 
number of 

attacks 

Nodes→10 
Area→500 ×500 

Ns2 Detection 
rate=94 % 
PDR=78 % 
End to End 
delay=0.1 s 

 

Kesavamoorthy and 
Soundar (2018) 

Springer 

autonomous 
multi-agent system 

in addition to 
particle swarm 

optimization (PSO) 
approach 

To protect 
network 
against 

DDoS agent 

Accuracy (%), 
False detection 
(%), Average 

attack detection 
time (ms) and 

attack recovery 
time (ms) 

examined with 
respect to 
number of 

attacker nodes 

Nodes→16-512 
 

For PSO 
implementation 
core java is used 

and for the creation 
of cloud 

environment IDE is 
used. 

Detection 
accuracy 

around 98 % 
has been 
obtained. 

Mehmood et al. 
(2018) 

Springer 

The aim is to 
analyze the 

performance of the 
system while using 
naïve Bayes with 

multi agent system 
for the protection of 
wireless network. 

Naïve Bayes 
classifier 

End to end 
packet 

forwarding rate, 
delays is 

measured with 
respect to 

percentage of 
malicious node. 

 

Nodes→400 
 

NS 2.35 End to end 
packet 

forwarding 
rate→0.7 s 
Delays→ 

1600 

Kolandaisamy et al. 
(2018) 

Hindwai 

The aim is to design 
a secure VANET 
communication 

network with high 
accuracy. 

Multivariant 
Stream 

Analysis 
Approach 

Throughput (5), 
Accuracy (%) , 

PDR ad Delay vs 
time in (ms) have 
been measured . 

Nodes→5 to 113 NS 2.35 Throughput
→ 60% 

Accuracy→6
0 % 

PDR→60% 
Delay→50 % 

Sowah et al. (2019) 
Hindawi 

The aim is to secure 
network with high 

performance 

ANN 
approach 

Precision, recall, 
f-measure and 

accuracy 

Nodes→5 to 19 Java software tool 
named 

“MitmProtectorWit
hWeka 

Precision→ 
50 % 

Recall→ 
81% 

Accuracy 
around 

88.235% has 
been attained. 

Shona et al. (2018) 
IEEE 

The aim is to detect 
attacker node with 

high speed in a 
simple way. 

Firefly with 
GA with 

Replicator 
Neural 

Network 
(RNN) as 
classifier. 

Precision, recall, 
f-measure and 

accuracy 

Nodes→10 NS2 Precision→ 
95.8 % 

Recall→ 
96.1% 

Accuracy→ 
96 % 

 

III. RESULTS 

   From the above explained existing work related to the 
protection of wireless WSN from DDoS attack, it has been 
examined that the researchers were tries to improve the 
performance of the network by applying various techniques. 
The performance has been measured on the basis of PDR, 

Accuracy, precision, recall, F-measure, Delay and 
throughput, which are defined below. 
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A. Packet delivery rate (PDR) 

It is measured by total packets received at the destination 
node divided by total packets transmitted by the source node 
multiplied by 100 %. The formula is written below: 
 

100%                                           (3)              

Here,  and  are the total number of received packet, total 
number of transmitted data packets. 

B. Throughput 

It is determined by totality amount of data packets reached at 
the destination node in the designed Mobile wireless network 
divided by difference of end and begin time of simulation 
time. Mathematically can be represented as: 
 

                  (4) 

,  is the time at which data transmission is started 
and the time at which the data transmission is completed. 

C. Accuracy 

This parameter is the used to find correctly detected attacker 
node. Mathematical equation used for determine accuracy is 
written below: 

                                              (5) 
The formula used for precision, recall and F-measure is 
written below. 

                                                          (6) 

                                                                (7) 

                               (8) 

 
Fig. 3. Comparison of PDR 

Fig. 3. represents the comparison of PDR examined by the 
number of researchers denoted along the x axis of the graph. 
From the fig. 3. It is clear that the PDR observed by author 
Khare et al. is high compared to other three researchers. This 
is obtained as the researchers have used fuzzy rule set for the 
detection of attacker node and the detection rate of about 90 
% has been attained.  

 
Fig. 4. Accuracy 

Fig. 4. represents the comparative graph for the detection 
accuracy obtained by number of researchers while working to 
detect DDoS attack in MWSN. From the Fig. 4. ,It is clearly 
seen that the Kesavamoorthy and Soundar (2018) have 
obtained highest accuracy compared to other past work. This 
is obtained as the features of the nodes are extracted using 
swarm based optimized technique. 
 

 
Fig. 5. Precision and recall 

 
Fig. 5. represents the precision and recall values analyzed by 
Sowah et al. (2019) and Shona et al. (2018) to protect the 
network from the DDoS attack. From the graph shown in Fig. 
4. , It has been analyzed that the better precision and recall 
values of the network designed by Shona et al. (2018) has 
been obtained.  

IV. CONCLUSION 

In the past decade, MANET security has become one of the 
key research areas. Various researchers have proposed 
various secure routing schemes. The purpose of this work is 
to conduct a detailed review of existing methods in different 
types of mobile wireless networks. It should be noted that the 
comparison of different methods proposed by distinct 
researchers is sometimes impractical because different 
methods have been developed for different situations and 
applications. However, each method has its own limitations. 
In this work, it was concluded that mobile Wireless Sensor 
Network are decentralized networks where the location of 
mobile nodes changes at any instant of time. Due to this 
nature of the network, various types of active and passive 
attacks may be affected the performance of network.  
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This article reviews the various techniques used to isolate 
malicious nodes specifically DDoS attacker node and the 
performance of that network is analyzed on the basis of 
different parameters. From the comparison, it has been 
examined that when techniques such as fuzzy logic or 
optimization technique (PSO) has been used in the network, 
the performance of the network is enhanced. 
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