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Abstract: Basically large networks are prone to attacks by bots
and lead to complexity. When the complexity occurs then it is
difficult to overcome the wulnerability in the network
connections. In such a case, the complex network could be dealt
with the help of probability theory and graph theory concepts like
Erdos — Renyi random graphs, Scale free graph, highly
connected graph sequences and so on. In this paper, Botnet
detection using Erdos — Renyi random graphs whose patterns are
recognized as the number of connections that the vertices and
edges made in the network is proposed. This paper also presents
the botnet detection concepts based on machine learning.
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l. INTRODUCTION

The advent of the digital age has prompted a rising
attention towards the real world internet networks [11]. Due
to the highly improved computational control, huge data sets
can now effortlessly be stored and investigated, and this has
a deep impact on the experimental studies of the huge
networks [5]. Recently many researchers are showing quite
attentions towards how the computers connected in the
Internet behave under malicious attacks or accidental attacks
[10, 18]. Paradlelly the research is going on how this
network is attracted and how these connections get attention
towards the clouds [20]. In general Internet consists of
various layers that incorporate the compatibility among the
jumbled and diversified network topologies [1]. It may be
divided into different layers in the clouds [21]. But the
internal connectivity istotally invisible to trace the route and
each route is having high in degrees [2]. The routers with
high degree are most likely biased, so in such a case trace
out the network route is quite difficult [19]. This Internet
based study is designed to be aware of why many networks
are affected by malwares by its fascinating features and
what else the malwares can do with spread of routing
information, ranking of the vertices and so on [15]. Botnet is
a well-planned programmed compilation of zombies which
is used for creating and developing DDoS (Distributed
Denial-of-Service Attacks) attack as well as sending
irrelevant data’s to inbox or scattering the viruses [4] and
botnets are not even conscious that they are used for
malicious attacks [9].
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The prevention techniques are identifying to recover the
data and not to steal the data during the malicious attacks
and to calculate the hitting time and total progeny of the
process [14]. So the experts are introducing multi-level and
multi-layer models for the internet based on the
corresponding network topologies [17]. If the network is a
complex network then the virtual source of malicious
attacks and its related information are concerned massive
attention [3]. Such a situation needs highly traceable to
identify the critical vulnerability of the affected systems [§].
So the internet systems need some high degree deterministic
and random routers to classify the breskdowns [6].

The progress in the digital technology shows the
maximum of processing powers in their hardware
equipment’s like CPU, GPU and bandwidth capacity [7].
These digital techniques make the good and bad things make
more powerful [13, 16]. When this powerful processer
enters in to the computers and the internet, the vibration of
botnet becomes more and more powerful [12]. The main
influential stream of botnet attacks are:

e Partitioned the main source into the multiple

sources

e  Then combining this multiple sources and

e Started to attack according to its band width

capacity
Hence attackers considered the botnet is a powerful source
to spread malwares especialy in the following activities:
e Swarming malicious software’s to the computers
which are connected in the internet
e Didtributed Denial-of-Service Attacks (DDoS)
e E-mailsSpam
e Creating some unnecessary lllegal Traffic inthe
cloud
e Network source stealing
e Hacking personal chats
e Developing more and more Click Fraud
e Remote Use of Personal Computers
e Attacking the financial sectorslike Bank

Computers and so on.

Now a day’s many organizations are under security
threats, not only financial related crisis but also related to its
reputation. A botnet attack is an extensively known threat to
these organizations. According to the U.S. Federal Bureau
of Investigation, “Botnets caused over 9 billion $ losses to
U.S. victims and over 110 hillion

$ globally” [2017]. The most famous attack,
Rustock, infected 1 million machines, sending up to 30
billion spam emails aday. More recently,
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Wannacry reported that over 230,000 computers in
150 countries are damaged through bots [8]. Attackers
constantly find clever ways to interrupt networks using
botnets, through zero-day attacks. The structure of such
botnets are designed to affect the performance and to spread
malwares in Social networks, Telecommunication networks,
Collaborative and citation networks of scientists, Banking
Sectors, Service Oriented networks and even hospitals. To
overcome these barriers the blooming research works
provides eminent solutions to these bots in a certain level.

This paper is organized as follows. Section Il is
dealt with the concepts of Erdos — Renyi random graph
based networks. We took the monotonically increasing
networks based on its edges and showing how the nodes or
bots are interconnected and spread its connection. Section
11 focuses the machine learning concepts of bots. It is
classified into four transition phases. Section |V concludes
the paper.

I ERDOS-RENYI RANDOM GRAPH(ERRG)

BASED NETWORKS
Consider the Erdos - Renyi random graph
R(G) (monotonically increasing — based on its edges)

whose vertex sets are { Va2, Va, Ve, Vs, ..., Va, V2is2, Va4,
., Vaisk}- It has edge set {
, €31, €342, €3i+4, ..., 63i+k}'

V2i+6y « « « « y Vi, Vai+2, Vai+4, Vii+e, ..
€1,€63 65 €7,..., Ci,6+2, 6+4, . ...
If i = 0(mod 3) then define,
g:R(G) - {1,3,5,..,2q—1}, by f (&) = (2i—1),
i =1to5n + k.

To arrive the number of bonnets spread or infected in the
particular domain or region, we defined the following
function,

o if

f+(v) is an integer
g* (uv) = 2

1, otherwise

Figure 1: Erdos- Renyi graph nodes connected in the
Inter net
Figure 1shows how the Erdos - Renyi graph nodes
connected in the internet. Again in order to get, how the
botnets are interconnected, we defineamap g* : E — {0, 1}
asfollows.
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0] fori = 1ton andj = 1tok

0; i=1(mod2)
g]_‘k(uij Vij):g* (Clvij): iR |EO(mOd2)
1, i=0(mod3)
g2* (VlJ uij y=g* (V|J cl) = 0; [ E:I.(I’T10d3)

(i) fori = 1ton+1andj = 1tok+1
1; i =1(mod3)

g.* (2)) = {O; ' =0(mod3)

{0; i =1(mod2)
g,* (C2x)) = 1 i =0(mod?2)

(iii) fori = 1ton+kandj = 1ton+Kk
1; i=1(mod2)

o; i =0(mod2)

0; i =1(mod2)
i =0(mod?2)

g1* (c3xn+k) = {

g,* (C3xn+k) = {l'

Then proceed with the following a gorithm:

Sep 1. Construct arandomized study towards the efficiency
of odd and even edges and odd and even vertices.

Sep 2: When the vertices are even:

n+1
fori=11to Tandnzl(mod 2) and for j=1to

mTJrl,msl(mod 2)
g% (U v)=0, g,* (Ul vl)=1

gg*(uﬁi,vﬂﬂ):o; g4+ (u,ll' Vo, )=1

2 " 2 2 2
Sep 3

When the vertices are odd

n-1
fori = 1to Tandnzl(mod3) and for j= 1to

g1* WV]))=0, g5 (uv])=1
.93 (uh—+3+i VEH) - O, g4 (Un—JrSJri VEH) =1
2 2 2 2
Sep 4: When the edges are even, we have Ea ={ (&, V(a+i)mod
m| 0<i<n}

Step 5: When the edges are odd, we have E, =
{(8,Vpri+rymodn) | 0<j<n+

1}
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If e< , then the graph R(G) contains
isolated vertices. This leads to the disconnected graph
(bounded bandwidth networks). If e > 4-m—mlnn

graph R(G) contains no isolated vertices, which is
connected and inter connected, since R(G) is monotonically
increasing based on its edges. The edges in the graph are
independent and whose probability is P (the connection
between one node to another node) and n is the number
nodes connected or inter connected. Then the degree of the

corresponding graph is calculated based on,
_ _ (- 1 k _
Pdeg)=k)= (" ")p-»p

This shows the existing connection between the nodes.

(1-m-n)Inn

, then a

n-k-1

11 PHASE TRANSITIONSFOR THE LARGEST
CONNECTED COMPONENTS

Botnet detection concepts based on machine learning is
classified into the following four transition phases for the
largest connected components:

e Classification Phase

¢ Implementation Phase

e Testing Phase

e  Concluding Phase

These phases are applicable to the weakly
connected or strongly connected graphs. During the
classification phase, we showed how the botmaster is
spreading the bots through C & C Servers and Peer to Peer
to networks.

.............................................................................................

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Emails Service Attack

Testing Phase
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Botnet
Detection

7 3\
.\! /.
&

Bot Master

Detection

_____________________________________________________________________________________________

Figure 2 : Phase Transitions of Bots
In the implementation phase how the bots attacked its
targeted system through zombies, spam on emails,
malwares, phishing, denia of service attack and so on. In
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the testing phase, the affected systems are classified into
legitimate users and attackers based system. In the
evaluation phase we focused how the systems are affected.

This is the processing features of our machine
learning algorithm and we implemented the same through
Erdos — Renyi Random graph. Figure 2 explains the various
phase transitions of Bots.

IV.RESULT AND DISCUSSION

This section illustrates the comparison of the performance
for existing Virtual Honeynet Based Botnet Detection
(VHBD) architecture and proposed technique ERRG. The
metrics that are used for validating the performance of the
proposed system are as follows,

o False positive rate

o False negative rate

A. Falsepositiverate

The false positive rate is the proportion of valid IP
address detected as bots. Increased false positive rate
minimizes the overall performance of the system. The
comparison of false positive rate for the existing VHBD
architecture and proposed technique ERRG is depicted
inFig.5.1.

HVHBD MWERRG

M

False Negative Rate
=] =
o U= 1 NN w
|

Number of Requests

Fig5.1: Comparison of False Positiveratefor the
existing VHBD and the proposed ERRG

B. False negative rate

The false negative rate is defined as the proportion of
malicious IP address not detected as the botnet. It is
mandatory to minimize the false negative rate because the
increasein this rate minimizesthe overall performance of the
botnet detection system.

The comparison of false negative rate for the existing
VHBD architecture and proposed techniqgue ERRG is
depicted in Fig. 5.2. The analysis results show that the
proposed architecture provides minima rates than the
existing algorithm.
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Fig 5.2 : Comparison of False Negativerate for the
existing VHBD and the proposed ERRG

V CONCLUSION

Erdos — Renyi random graph and machine learning
based approach with four transition phases are initialized to
evaluate bots and its behavior and are arrived in this paper.
The connected nodes (bots) are extended and are shown
based on Erdos — Renyi random graph. The legitimate and
regressive attackers are identified in the testing phase
through machine learning agorithm. Hence in the
concluding phase the bots spread as maware through its C
& C serversand peer — to — peer networks are identified.
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