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Design and | mplementation of Strong
Authentication Model to Improve Performance of
Cloud Computing in Hybrid Cloud Environment

Anil Gupta, Durgesh Kumar Mishra

Abstract: Cloud computing became a part of everyday life. We
allow us to support the device with accessibility across platforms
regardless of the location. It has become vulnerable to several
security threats because of public environment and internet
participation. At this point the attack by hackers can break down
the security and leak the information. Data is recognized in the
cloud computing as an important corporate asset which must be
safeguarded from unwanted internal or external threats. Data
encryption provides data protection on sensitive data but also
raises computation and memory overhead during large data
processing on cloud.Cloud computing also requires low overhead
operation to keep the computation as soon as possible. To
authenticate the client we apply modified Kerberos protocol.
Keywords: Cloud, Cloud Computing, Data Protection, Kerberos

protocol.

[ INTRODUCTION:

Cloud is an open, virtual storage platform and computing
environment. It provides an Anytime, Anywhere, Anything
over the Internet, one-stop service to end users. The cases
that consumer data leaks from the cloud storage platform
continue to emerge, anyway. Protection must be the priority
concern to boost cloud effectiveness because internet
development increases the attacks on cloud computing.
Before, data leak was very unusual and data hacked due to
human error, for example damaging physical devices such
as laptop, pen drive, floppy disk. Some other forms of data
theft is through the use of cloud computing weaknesses,
through unknowingly clicking the wrong link. Organizations
suffering from data leak or theft may not know the reason
behind this, or have made no effort to find it. Data leak, data
theft, and modification by robbers are increasing day by day
in recent years. This unauthorized access of people's
sensitive data forces the government to start data privacy
laws like GDPR (Genera Data Protection Regulation). It is
very important to provide protection to the cloud computing
because cloud computingare open to the internet and also
cloud computing is online data sharing, and most of the
unauthorized access and manipulation of data is done
through it. One of the studies shows 77 percent of web
applications have at least one vulnerability in security. In
order for attackers to install the malware successfully, to
remotely control the uncovered computer without coming
into the notice and to find the data to stedl
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requires a large amount of time which increases the chances
of being caught. As aresult, attackers try to access sensitive
infformation by using the cloud computing security
vulnerabilities. Such types of attacks are more effective and
efficient. The vulnerabilities of the cloud computing give the
attackers some way to freely access the data stored on that
server.

LITERATURE REVIEW:

The literature Review describes the work is done by others.
A brief review of the work aready donein this field is cited
below:

M. Abdullah Khalid et a. In [1] the proposed hybrid
security  protocol, consolidates  asymmetric  key
cryptography attributes that provide a simple way to share
key and symmetric cryptography that is easier to calculate
and faster. In the proposed work user id password with
captcha, IP and MAC address verification; OTP verification
and Kerberos authentication are used for more security. The
proposed work reduces the text size of the cipher and the
time to encrypt / decrypt. That provides a good and easy
method to verify data transmission. In genera it has a few
decent focal points, such as the sandard of
straightforwardness and high safety. Additionaly it
decreases the rate of packets dropped. Contrasting the
proposed half-and - ahalf calculation with a couple of
different calculations has shown that the HCA generally
acquires the best results. The hybrid model does not provide
for data integrity.

PROBLEM STATEMENT:

The complete project issue describes the need for protection
parameter where safety is important for saving any sensitive
data. Sensitive data can be personal data or detail related
information that nobody should know. Another concern is
the issue of trust where third party organizations automate
their data for use by consumers. User does not rely on third
parties or it frequently happens that thirdparty providers are
not reliable. Authentication and authorization are the major
security issues that need to be solved in such away that only
the approved person is eligible for authentication and access.
The user, who performs an unauthorized activity, is the
malicious attacker or robbers that must be preserved and
diagnosed for future security purposes at the right time.

The algorithms suggested by the Previous System
work either on confidentiality or integrity or authentication.
This type of protection criteria have not been reached at the
same time in any of the previous work. Researchers first use
the primary encryption which suffers from the issue of extra
computation time.
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However, it provides less security than Kerberos
authentication. The proposed study often fails to achieve
authentication and honesty. Hence, the best techniques for
securing data in cloud computing were implemented to
overcome these proposed work problems. The methodology
proposed will give the best and quickest way to secure data
in cloud computing. Therefore, confidentiality, integrity and
authentication are applied in a single framework, by
incorporating the proposed work user, certain criteria can be
accomplished in al, where users can obtain protected and
original data, authenticated and alowed access, and
confidentiality to upload or download their data.

METHODOLOGY

The proposed solution describe the secure process like some
authentication scheme such as user ID password, mobile
verification, security token, OTP verification, Kerberos
server and through security question in one authentication
model. The objective of proposed model is to improve the
performance of authentication by reducing the security
overhead.

This work identify that following popular techniques are
used to authenticate the identity of user before serving the
Services.

Username & Password technique

Security Question

Third Party authentication using Security Token

OTP Verification using Mobile Phone

IP& MAC Verification

Server Verification using Kerberos

This work examine that there are multiple cases when user
will try to get login into system. Here, few most popular
cases are considered to proposed authentication layer in
particular situation. Case 1. Registered User Login from
Registered Computer Machine in Private Network This is
the safest situation when user will used inside premises
registered computer to get login into machine or ERP
Solution to access the services. Proposed solution identifies
that only username and password technique can be suffered
with brut force attack and considers being vulnerable. This
system proposed that integration of captcha with login
process can ensure the human interaction and raise the level
of security within network. IP and MAC address
verification: This technique will increase the level of
security as background process. It will retrieve user machine
IP and MAC address and verify with registered credentials.
It will ensure that only registered machines can be used to
access the services.

Access the system
through login id and
password

|

If password entered

Requires

incorrectly three tim captcha

Fig 1: Block diagram of Authentication
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Proposed solution address that username and password
technique with captcha and IP-MAC verification
technique to improve the security strength and overcome the
overhead.
Following Steps will evolve to implement authentication.

1. Username & Password Technique

2. Captcha Verification to ensure human interaction

3. IP & MAC Vaerification to identity of registered

machine

Case 2. Registered User Login from Registered
Computer Machinein Public Network

This may be vulnerable situation because user is trying to
get login from public network. Agree users’ machine is
registered and safe but the network he is going to use is
vulnerable and can be used to compromise information.
Existing systems proposed to use Third party authentication
using one time password. To implement this feature either
we have to used security token or mobile device. Security
token could not only need extra amount to purchase device
but will aso required to carry it al time. Mobile integration
could help to reduce this cost aswell carrying extra device.
A one-time PIN code is a code that is valid over a mobile
phone for just one login session or transaction. It is often
used in two-factor authentication or 2FA to provide the user
with an extralayer of security when using an ATM machine
or when attempting to login to a service from another
computer. But every time OTP need consume of money 10-
25 paisa. This process is used by registered user and
unregistered system.
Following Steps will evolve to implement authentication.

1. Username & Password Technique

2. Captcha Verification to ensure human interaction

3. IP& MAC Verification

4. OTP Verification using Mobile Phone Device

Case 3. Registered User Login from Unregistered
Computer Machinein Private Networ k
If registered user is trying to get login from unregistered
system but within premises in private network, a mobile
verification will automatically prompt to authorized user and
improve the level of authentication.

1. Username & Password Technique

2. Captcha Verification to ensure human interaction

3. IP& MAC Verification

4., OTP Verification using Mobile Phone Device [If

user is trying to get login from unregistered
machine]

Cased: Registered User Login from Unregistered Computer
Machinein Public Network
This will be most unsafe situation which will required all
type of authentication to ensure user with identify and rights
of access. Proposed solution suggests that Kerberos
integration can help to improve security strength and
authorize the allotment of services according their rights.
Kerberos is used for authentication and a session key which
can be used for confidentiality and authenticity purpose.
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SERVER
AS TGS

1 Request ticket for TGS

2 User TGS session key
and ticket for TGS

"

3 Request ticket for server

4 server session key and ticket for server

5 Reauest Access

6 Grant access

Fig 2: Block diagram of Kerberosauthentication

There are three steps involved in Kerberos authentication:

Login:

User uses a public workstation and enters their name
which is sent to the AS (Authentication server) in plain
text.

Now AS (Authentication Server) first generates a
username package and a session key (KS) created at
random. This package is encrypted with the symmetric
key the AS shares with the Ticket Granting Server
(TGS).

This step's output is called a Ticket Granting Ticket
(TGT). The TGT can only be opened by the TGS as it
has the appropriate symmetric key to decrypt.

The AS then combines the TGT with the session key
(KS) and encrypts both using a symmetric key derived
from user's (KA) password.

The user's workstation asks for a password after
receiving the message. When user enters it the
workstation generates the password-derived symmetric
key (KA) and usesit to extract the session key (KS) and
the TGT.

Obtaining a service granting ticket (SGT) —

User wants to make use of server to communicate after
a successful login. To do this user needs a ticket to get
in touch with server. At this point, the workstation of
user produces a message for the ticket granting server
(TGS) containing the TGT, the server ID and the
current time stamp encrypted with the same session
key(KS).

Once TGS is satisfied with user's credentials, the TGS
creates a KAB session key for user to communicate
securely with server. TGS sends it to user twice, once
combined with server's Id and encrypted with KS, and
again combined with user's Id and encrypted with
server's secret key (KB).

User contacts Server for accessing server -

Now, user will give KAB to server to enter a session
with them. Since this exchange is also desired to be
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secure, User can simply forward Server's secret key to
KAB encrypted. This will ensure KAB is accessible
only to server. Now server adds 1 to user's time stamp,
encrypts the result with KAB and sendsiit to user.
Because KAB is known to the user and the server, the
user can open this packet and verify that the timeline
incremented by the server was actually the one sent to
the server.

User and server can now securely communicate to

encrypt messages via the shared secret KAB key.
If the user wishes to communicate with a different server
they will need another TGS shared key and specify the name
in the message.
Username & Password Technique
Captcha Verification to ensure human interaction

1.

2.
3.
4

5.

IP& MAC Verification

OTP Verification using Mobile Phone Device [If
user is trying to get login from unregistered

machine]

Authentication using Kerberos Authentication

Server

To ensure the confidentiality of content and key, ECC and
Blowfish agorithm is proposed to integrate as encryption
algorithm to provide data privacy.

1325

Case | Security Case Authentication
Technique
1 Registered User Login from e Usgrname & Password
Registered Computer Machine Technique
in Private Network e Captcha Verification to
ensure human interaction
e |IP& MAC Verification to
identity of registered
machine
2 Registered User Login from | ¢ Username & Password
Registered Computer Machine Technique
in Public Network e Captcha Veification to
ensure human interaction
e |IP& MAC Verification
e QTP Verification using
Mobile Phone Device
e Integration of ECC
Algorithm to keep data
secure in public network
3 Registered User Login from | ¢ Username & Password
Unregistered Computer Technique
Machine in Private Network e Captcha Verification to
ensure human interaction
e |IP& MAC Verification
e OTP Verification using
Mobile Phone Device [If
user istrying to get login
from unregistered
machine]
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public network

4 Registered User Login from | e
Unregistered Computer
Machinein Public Network .

Username & Password

Technique

Captcha Verification to

ensure human interaction

e |P& MAC Verification

e QTP Verification using
Mobile Phone Device [If
user istrying to get login
from unregistered
machine]

e Authentication using
Kerberos Authentication
Server

e Integration of ECC &

Blowfish Algorithm to

keep data secure in

. EXPERIMENTAL ANALYSIS:

The results analysis for the complete work describes the
performance of the hybrid algorithm proposed in terms of
cipher text size, encryption and decryption time taken by the
hybrid agorithm proposed. We calculate the time of
computation using different size of the paper. The hybrid
algorithm proposed is also compared with the agorithms
already in place.

Table 1: Total Encryption Timetaken by the proposed algorithm in Case 4 Public Networ k

Size of plain text (kilobytes) ECC Time Blowfish Time Authentication Time Total Time

ms ms Ms
1kb 210.68 0.98 13.02 224.68
5kb 184.87 7.76 14.39 207.02
10 kb 469.02 8.06 13.42 490.5
20 kb 510.34 22.05 13.13 545.52
50 kb 1180.45 27.42 13.85 | 1231.72
100 kb 2010.03 62.09 15.56 2087.68

The above table shows the time taken by the proposed
algorithm for encryption. In the above table size of plain text
are in kilobytes (kb) and time taken by ECC, Blowfish and
message digest are in milli second (ms) where ECC and
Blowfish are used for encryption and decryption. Total time
required to encrypt the file is shown in the table 1. In Figure

2. In Figure 4 it is represented in graphical form to show a
Statistical view.
Table 2 Total Decryption Timetaken by the proposed
algorithm Case 4 Public Network

it is represented in graphical form to show a tatistical view, | SZeofplan | ECCTime | Blowfisn | Authenticat | Total Time
text ms Time ion Time ms
(kilobytes) ms
Encryption Time 1kb 62.250 7.1287 13.02 61.543
2500 5kb 240.410 11.876 14.12 120.462
0 10kb 679.121 26.754 1342 174.432
£ 2000
s 20kb 1140.024 51512 15.12 207.706
€
= 1500 50 kb 2876.234 80.464 13.02 468.342
c
2 1000 100 kb 4675.204 176.577 13.49 624.004
S
G 500
: 11
o W W
1kb 5kb 10kb 20kb 50kb 100 kb
File Size (KB)
MW Total Time
Fig 3: Encryption Time
The decryption time is the time taken by the agorithm to
produce the plain text from the cipher text. Similar to the
encryption time process, the decryption process as follows.
Total time required to decrypt the file is shown in the table
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File Size (KB)
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Fig 4: Decryption Time
Comparison with Existing Solution

Comparison of time required in proposed work and existing
work to encrypt and decrypt the file is shown below.
Algorithms used in proposed work is compared with
algorithms used in existing work (HCA + THCA) is shown
in tabular form in Table 3 and represented in the form of a
graph in Figure 5.

Table 3 Comparison Table of Encryption/Decryption
Time of the proposed algorithm with existing algorithms

Algorithms Encryption Time (ms) Decryption Time
3 (ms)
Proposed Algorithm 155.3089 54.7865
HCA 612 342
THCA 1107 654
Comparision Graph

__ 1200

w

E 1000

[

£ 800

= 600

c

2 400

Q

g 200

g o ®

H Proposed HCA THCA

B Algorithm  Algorithm

>

‘g Algorithm

wi M Encryption Decryption Column2

Fig 5: Comparison Graph of Encryption/Decryption
Time of the proposed algorithm with existing algorithm

(. CONCLUSION:

This work concludes that we try to ensure authentication,
confidentiaity and integrity in the proposed hybrid model to
protect the data from unauthorized access in web
applications. To improve the security structure, we have
provide a security model defining different security
mechanism to improve performance of cloud environment in
different situation along with encryption agorithm, To
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improve the level of confidentiality, ECC & Blowfish
algorithms are implemented.

The complete work concludes that removing of mobile
verification and Kerberos from private network help us to
reduce lots of effort. Subseguently, integration of IP &
MAC address verification help to keep the level of security
at higher level and reduce the overhead of cost and time by
removing mobile OTP verification.

We observe during Implementation that the
encrypted data size is large than the plain text. The
encrypted data size can be popular in the future without
having to negotiate with encryption and decryption times.
With different types of files other than.txt files with
example.mp4,.doc, etc., the suggested hybrid model can also
be applied. It can be used in the future for specific
applications such as military applications, hardware and
software companies needing security in their products, large
websites with large databases, mobile applications and
cloud-based applications.
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