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Voice and Text Encryption using Chaotic Circuits 
Baby H. T., Sujatha B.R. 

Abstract: An ever-increasing usage of internet from simple data 
transmission to highly sensitive data storage has given rise to the 
need to establish techniques for securing such transactions. 
Cryptography has been widely used in recent decades to provide 
protection for the Internet data, although mainly used in the 
diplomatic and military societies. These regularities have made 
randomness in data processing a key element for security. The 
generation of random numbers is a subject which continues to 
interest the researchers since several decades. Chaos theory is 
one such approach to demonstrate the randomness of the data in 
Cryptosystems. Chaotic circuits have been used in this paper to 
produce different multiple keys to be used for both text and voice 
encryption. The significant difference in the initial constraints of 
chaotic circuits is seen to produce entirely different keys and 
cipher text.  
Index Terms- Cipher text, Chaos Function, chaotic circuit, 
Cryptography, Decryption, Encryption, Plain text,  

I. INTRODUCTION 

Cryptography and steganography are the scientific branch 
for preserving data secrecy during communication. Present 
cryptographic systems are based on several number of 
scientific and mathematical concepts. In a cryptographic 
system requiring absolute protection, KEY is important for 
which a Random Number Generator (RNG) is required. 
Chaos is one of the promising paradigms of hope in 
cryptography. Chaos based electronic circuits provides an 
efficient method to generate the KEYs for effective and 
secure data encryption [1] [2]. The Chaos Circuit is a basic 
electronic circuit which illustrates chaos and many well-
known bifurcation phenomena. In this work an attempt was 
made to use the concept of' Chaos' to generate KEYs for 
encrypting voice and text data. 

II. CHAOTIC CIRCUITS 

 
The Chaos Circuit is used to develop a laboratory device 
that can be practically modelled to show chaos by the 
Lorenz Equations [3-6]. The Chaos (Chua) circuit scheme is 
shown in figure 1. It has 5 circuit elements- four are linear 
passive electrical components and an active Chua’s diode. 
Interconnecting of these passive elements often leads to 
trivial dynamics, with all elementary voltages and currents 
tending to be zero. The characteristic of the V-I circuit has a 
nonlinear negative slope, and is called as an active local 
resistor [6-10]. Chaos diode is a type of active,  
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nonlinear two-terminal resistor that can be represented by 
piece-wise linear equations. This experiences chaotic 
oscillations and is implemented as a nonlinear negative 
voltage-controlled resistor. Chaos corresponding diode 
circuit is shown in figure 2 and a physical circuit for study 
of the Chaos circuit is shown in figure 3. Chaos circuit can 
also be modelled as shown in equation (1) by a set of 
nonlinear differential equations. The resistance graph 
(Piecewise linear graph) of Chaos diode is represented in 
figure 4. 

 
Figure 1: Basic Chaos circuit 

 

 

Figure 2: Chaos Diode 
 
Chaos equations: 
 ẋ = β(y-x-g(x)) 
 ẏ = x-y+z 
 ż = -γy                                               (1) 

The three parameters namely ẋ, ẏ, ż represent the capacitor 
voltages across C1, C2 and an inductor current respectively, 
as symbolized in the schematic shown in figure 3. β and γ 
values vary based on the circuit components. A piecewise-
linear function g(x) describes the variation in resistance as a 
function of current across the Chaos Diode:   

     g(x) = {m0x+(m0-m1), if x ≤ -1 
               {m1x,                 if -1≤x≤1 
               {m0x+(m1-m0),     if x ≥ 1                      (2) 

Here m0 and m1 are the slopes of the middle and two outer 
segments respectively. 
However, these can be represented explicitly as function of 
component values, voltages and current as indicated in 
equations (3) and (4):  
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   v1 = 
 

   
(v2 –v1)- g(v1) R 

   v2 = 
 

   
(v1 –v2)+ iL R 

   iL = 
 

 
                                                           (3) 

 
 g(v1) =   {m0 v1 + (m0-m1) E1, if v1 ≤ -E1 
               {m1v1,                        if -E1 < v1 < E1 
               {m0 v1 + (m1-m0) E1,  if v1≥ E1                 (4) 
 
 

 

Figure 3: Complete Chaos Circuit 

 

Figure 4: Chaos diode resistance graph 

III. METHODOLOGY 

A. Key Generation Scheme 

1. By using the logistic map equations (5) generate the 
random keys at both the ends (sender and receiver).  

  ẋ = 
 

  
              

  ẏ = 
 

  
              

 

  ż = - 
 

 
  ; 

  G = 
 

 
 ;                                                                    (5) 

 
where R, L, C and G are   the electrical parameters. 
 
2. Randomness of KEYs is increased by taking the 1’s 
complement of generated values. Also, the KEYs generated 
are statistically independent of each other. 
 

B. Encryption and Decryption Scheme 

 
Figure 5: Flow chart for voice encryption 

(i) For Text data 
1. The ASCII value of each character is converted into its 
equivalent binary form.  
2. Simple XOR operation will performed to convert plain 
text (Binary form) to cipher text using the generated KEYs. 
 
(ii) For Voice signal 
Voice Encryption is done by mixing the original signal with 
the carrier signal generated using parameter values 
generated by the chaotic circuits (Algorithm depicted in 
flow chart shown in figure 5). The reverse process of 
encryption is used to perform the decryption. 

 
IV. SIMULATION RESULTS 

 
Matlab is used for operations involved in generation of 
KEYs and algorithms of both encryption/decryption 
methods. The code is checked for various initial chaotic 
circuit conditions which provides different ciphering data 
for different chaotic keys. It is also verified considering 
slight changes in the initial conditions for the same plain 
text. The tests of the simulation were done for both text data 
and voice signal. 
Case1: For Text data 

Table 1 represents the generated random numbers for the 
different initial conditions at the transmitter side. A single 
bit change in the initial parameters generates fully different 
keys and different cipher texts for the same plain text. 
Figure 6, 7 and 8 shows the plain text and cipher text for the 
different initial conditions. At the receiver side even a 
significant change in the initial values generates unreadable 
plaintext from the received Cipher text, as generated random 
numbers become fully different compared with the random 
numbers used in transmitter side. Figure 9 shows the values 
of the generated N Chaos KEYs from the chaotic circuit.  
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Figure 10 shows plot of the probability of repetition of the 
generated N Chaos KEYs from the chaotic circuit.  
It is obvious from the figure that the likelihood of any KEYs 
being replicated is very low. For example, out of 256 KEYs 
generated only 3 KEYs are repeated 2 times with the 
probability of 0.0135. All other numbers occur with least 
probability of 0.0067, which indicates that the repetition of 
the number is very less.  
Case 2: For voice data 

The voice encryption using CHAOS techniques are done by 
taking the samples of the original voice message. But the 
samples are mixture of floating point and negative numbers. 
These are made positive by adding the required constant. 
The Positive floating-point numbers are rounded off to 
nearest value to get the decimal samples. The values 
generated from the chaotic circuits are used to generate the 
carrier signal and mixed with original voice signal to obtain 
the encrypted signal. The resulting values are used as 
samples of encrypted voice message and create a voice 
message to communicate. At the receiver end, the samples 
of the encrypted voice message are divided by the same 
carrier signal to obtain the original voice signal. The 
resulting samples are used to recover the original voice 
signal. Figure 11 shows the signals corresponding to the 
original voice signal, random numbers generated, encrypted 
voice and decrypted voice signals. The strong cross 
correlation existed between the original signal and encrypted 
signal is shown in figure 12. Figure 13 demonstrates the 
strong standardized auto correlation occurred between the 
original and decrypted signals which indicates that 
decrypted song and original song are same. 

 
Figure 6: Plain text 

 
Figure 7: Cipher text for v1=45, v2=56, iL=78 

 
Figure 8: Cipher text for v1=46, v2=56, iL=78 

Table 1: Random numbers for different initial 
conditions. 

 

 
Figure 9: Random KEYs generated 

 
Figure 10: Probability of random numbers 
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Figure 11: Waveforms of original, generated random 

numbers, Encryption and Decryption signals 
 

 
Fig 12: Cross correlation of the original and encrypted 

signal 

 
Figure 13: Auto correlation of the original and 

decrypted signal 

V. CONCLUSION 

In this paper, chaotic circuits are used to generate the highly 
random KEYs which can be applied to any conventional 
encryption algorithms to provide security for data. This 
technique is able to protect the data with a high degree of 
security due to the randomly generated KEYs which are 
highly responsive to the initial values. The simulation 
experiment results showed the good performance of a KEY 
generation technique based on CHAOS. 
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