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 
Abstract: The article proposes an analytical model of the 

functioning of the data transmission system, taking into account 
the influence of short-term interruptions in messages and the 
recovery of information distorted by cyber-attacks. The model uses 
the Laplace-Stieltjes transform and the Lagrange multiplier 
method. This helps determine the performance of switching 
nodes, the throughput of communication channels and their total 
cost in a communication system.  
 

Keywords: model, data transmission system, cyberattack, 
mathematical expectation, throughput, communication channels.  

I. INTRODUCTION 

Designing a data transmission system (DTS) for special 
purposes requires preliminary studies necessary to justify the 
technical and economic characteristics of the system, which 
ensures the processing and transmission of information with a 
given time cycle. One of the ways to determine the necessary 
technical and economic assessments of the system is the use 
of mathematical modeling methods. Currently, to obtain 
various technical and economic assessments, a sufficiently 
large number of analytical models for the operation of DTS 
has been developed [1–6]. However, these models do not 
fully take into account the possibility of distortion of the 
transmitted information through the influence of short-term 
failures (cyber-failures), which are self-eliminating.  
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To eliminate this drawback, there is a need to develop an 
analytical model of DTS functioning, with the help of which it 
is possible to determine the main technical and economic 
characteristics of the system, taking into account DTS 
functioning algorithms under the influence of short-term 
cyber-failures on transmitted information. 

 
II. PRESENTATION OF THE MAIN RESEARCH 

MATERIAL 
 

To solve this problem, we will represent m elements of type 
A - switching nodes and n elements of type B - data channels 

in the form of an open stochastic network (Fig. 1). 
 

 
  

a1 b1 a2 b2 am bn 

 

Fig. 1. Network model of DTS 

Each element of type А (a1,…,аm) is characterized by the 
performance a1, a2,…, am, and the elements of type B 
(b1,…, bn) are the capacity of b1, b2,…, bn. Type B 
elements provide the transmission of messages of medium 
length Lb, and type A elements distribute these messages 
between subscribers and control the functioning of the 
elements of the DTS. In the process of processing one 
message, each element of type A needs to perform, on average 
a1, a2,…, am  operations.  

On the elements a1,…,аm і b1,…, bn  affect Poisson flows 
of cyber crashes according to average densities. 

crash
a1 , crash

a2 ,…,
crash
am  and crash

b1 , crash
b2 ,…, 

crash
bm  [7]. It 

is assumed that the recalculation time of the segment of the 
program, which is between the moment of the last control and 
the moment of occurrence of cyber failure in the i-th element 

( i 1,m )of type A, is subject to the exponential law with 
parameter ai. The time of retransmitting the part of the 
message between the moment of the last control and the 
moment i of occurrence of a cyber-failure in the j-th element 

( j 1,n )type В obeys exponential law with parameter bj [7]. 

The input of the i-th element of type А ( i 1,m ) and j-th 

element of type В ( j 1,n )messages arrive with intensity ai 

and bj. 

It is assumed that the value of Cai i-th and Cbj  j-th elements 
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of type А and В varies according to a linear law depending on 
ai  і bj  [8]. 


'

ai ai ai aiC K K ,    


'

bj bj bj bjC K K ,    

where Kai and Kbj are proportionality coefficients reflecting 
the value of the type A and B elements, depending on the 
performance of ai  and the throughput of bj; K'ai and K'bj are 
proportionality coefficients, depending on the cost of the 
optional network equipment. The task of determining the 
required performance of type A elements and the capacity of 
type B elements is formulated as follows. Given m elements of 
type A and n elements of type B, presented in the form of a 
network model. The cycle of the data transmission system is 

T. For each i-th element type A ( i 1,m ) known: ai, ai,   
crash
ai , ai, Kai, K'ai, and for each j-th element of type B 

( j 1,n  ) known: bj, Lb, 
crash
bj , bj, Kbj , K'bj. 

It is necessary to determine the optimal values 

ai( i 1,m ) and bj ( j 1,n ), for which it is true:  



ai bj

m n

ai bj
,

i 1 j 1

M T ;

C min C C ,




 

 

    

 
   

 
 

 

where M[] is the  mathematical expectation of the 
processing and transmission of messages in DTS; C is total 
cost of the network. 

The solution to this problem is reduced to the following 
steps [4, 7]: 

Step 1. Using the Laplace-Stieltjes method, the 
mathematical expectation of the processing time and 
transmission of messages M[]by an element of type A and 
an element of type B is calculated taking into account the 
influence of short-term interruptions caused by the action of 
cyber-failures. 

Step 2. The analytical dependence of M[] on ai and bj 

( j 1,n ) is determined. 

Step 3. Using the method of Lagrange undetermined 
multipliers,  optimal values ai and bj are calculated. 

The implementation of steps 1-3 is carried out on the basis 
of the integrated use of methods for calculating 
communication networks for computers and taking into 
account the preconditions given in the works [ 4, 7, 8-10]: 

 Elements of type A and B are considered as 
independently functioning queuеing systems (QS) 
with an unlimited queue and discipline of service in 
the order of receipt. 

 The configuration of the data network is represented as 
an open exponential stochastic network. 

 At the input of each i-th and each j-th QS of type A and B, 
a stream of requests with intensities ai and  bj is 
received; 

 The network operates continuously. 

 In each i-th (j-th) QS, the Poisson flow of interruptions 

(cyber-failures) with an average density crash
ai  

( crash
bj ) influences the request servicing process. 

 After each interruption, the service time for requests in 
the i-th (j-th) QS is subject to the exponential law with 
the parameters ai (bj ). 

The average time ( 0
aiT  and 0

bjT ) for servicing the QS 

request ai and  bj is determined by the formulas [5, 8]: 



1

0 ai
ai ai

ai

T


 
   

 
 



1
bj0

bj bj
b

T
L


 

   
 

 

If we assume that when servicing a request in the i-th QS ai 
and in the j-th QS bj, there were Zai and Zbj interruptions, then, 

respectively, the service time of the request ( bjai
ZZ

ai bjT ,T ) in 

each QS is calculated as follows:  


ai ai ai

ai

n n n

Z 1 Z Z
Z 0 '

ai ai ai ai ai
n 1 n 1 n 1

T T T T T ,


  

       


bj bj bj

bj

n n n

Z 1 Z Z
Z 0 '

bj bj bj bj bj
n 1 n 1 n 1

T T T T T ,


  

       

where 
n nai bjT ,T  – the time of service of the request in the i-th 

and j-th QS ai ,bj between the (n-1)-th and n-th interrupts; 

n n

' '
ai bjT ,T   – the time of service of the request in the i-th and 

j-th QS ai ,bj after the n-th interruption. 
The total time (T) for servicing a request with two QS ai 

and bj is determined by the formula:  

 bjai
ZZ

ai bjT T T    

Using the Laplace-Stieltjes transforms, we calculate the 
mathematical expectation M[] under the following 
conditions [7]: 


bjai

n n

Z 1Z 1
0 0

ai ai bj bj ai 1 bj 2
n 1 n 1

T T , T T , Z Z , Z Z


 

      
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

   

1 2

ZbjZai
0 '0 '

bj bjai ai nn
n 1n 1

00 ai bj
bjai

n n

PT PT

ai bj0 0
ai bj

P T TP T T

0 0
ai ai bj bj

Z ZPTPT ' '
i ai j bj

e e
M , ,z ,z

T T

e e
M M

T z T z

e L T ,P e L T ,P ,



 

  
    

   
   



 
 

 
 

      
    
  
     

       

 

 

where 
ni aiL T ,P 

   and 
nj bjL T ,P 

  are Laplace-Stieltjes 

transforms of distribution functions Fi(t) and Fj(t)  of random 
variables 

naiT  and  
nbjT :  


ai

i

1 e , t 0
F ( t )

0 , t 0

  
 


 


bj

j
1 e , t 0

F ( t )
0 , t 0

  
 


 

  
n

Pt ai
i ai i

ai0

L T ,P e dF ( t )
P


 


   

  
n

bjPt
j bj j

bj0

L T ,P e dF ( t )
P







   

Given the fact that ai and bj are Poisson streems of 

interrupt of request service in QS with parameters crash
ai  and 

crash
bj , we remove the restrictions on Zai і Zbj [7]:  


 

 

   

1 2

0 crash 0ai
ai ai ai

n

1

0 crash 0bj
bj bj bj

n

2

0 crash '
ai ai i ain

PT PT

ai bj0 0
ai bj

crash 0Z
PT T' ai ai

i ai
Z 0 1

crash 0
ZPT Tbj bj'

j bj
Z 0 2

T P 1 L T ,P T

e e
M , ,z ,z

T T

T
e L T ,P e

Z !

T
e L T ,P e

Z !

e e

 


 




 



   

 
 

 
 

 
    

 

 
      

 

 





   0 crash '
bj bj j bjn

P 1 L T ,P 

 

The  mathematical expectation M[] of the QS request 
service ai and  bj is determined as follows:  



 

   

1 2

n n

PT PT

0 0
ai bj0 0

ai bj

P 0

0 crash ' 0 crash '
ai ai ai bj bj bj

e e
M ,

T T
M M T ,T

P

T 1 M T T 1 M T ,

 





  
   

  
        

           



where 


 

n

n

'
i ai'

ai
ai

P 0

L T ,P 1
M T

P



      

 


 

n

n

'
j bj'

bj
bj

P 0

L T ,P 1
M T

P



      

 

Given the fact that 

1

0 ai
ai ai

ai

T


 
   

 
 and 

1
bj0

bj bj
b

T
L


 

   
 

 finally M[] calculated by the formula: 



 
1 crash

ai ai
1 ai

ai ai

1 crash
bj bj

bj
b bj

M 1

1
L





   
       

    

   
          

 

Accordingly 



 
1 crashm

ai ai
ai ai

i 1 ai ai

1 crashn
bj bj

bj bj
j 1 b bj

M 1 G

1 G
L











   
       

    

   
          





 

The optimal values ai ( i 1,m ), bj ( j 1,n ) are 
determined using the method of Lagrange undetermined 
multipliers under the following conditions: 
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

ai bj

1 crashm
ai ai

ai ai
i 1 ai ai

1 crashn
bj bj

bj bj
j 1 b bj

m n

ai bj
,

i 1 j 1

1 G

1 G T
L

C min C C










 

 

    
      

     


    
            


 
  

  





 

 

The Lagrange function (I) has the following form: 



   
m n

' '
ai ai ai bj bj bj

i 1 j 1

1 crashm
ai ai

ai ai
i 1 ai ai

1 crashm
bj bj

bj bj
i 1 b bj

I K K K K

G 1

G 1
L

 









      

    
      

     

   
           

 





 

where  is the  undetermined multipliers. 

Equating the product aiI   and bjI  to zero, we 

get: 



crash
ai

ai
ai

ai 2
aiai

ai
ai

G 1
1

K 0; i 1,m

 
 

 
    

 
  

 

 



crash
bj

bj
bj

bj 2
bbj

bj
b

G 1
1

K 0; j 1,n
L

L

 
 

  
    

 
  

 

 

where 



crash
ai1

ai ai ai ai ai
ai ai

G 1
K

 
       

 
 



crash
bj2

bj bj bj bj bj
bj bj

G L 1 ,
K

 
      

  

 

where 



crashm
ai

1 ai ai ai
i 11 ai

1
K G 1 ,

T 

 
    

 
  



crashn
bj

2 bj bj bj
j 12 bj

1
K G L 1 .

T 

 
   

  
  

With considering ai
ai

1

G
T    and bj

bj
2

G
T   



crash
ai

ai aim
ai

ai ai ai
i 11 ai

crash
ai

ai ai ai
ai

G 1
1

G
T K

G K 1 ,



  
   

  
    





 
   
  



 



crash
bj

bj bj
n

bj
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The values of T1 and T2 are determined as follows. 

 Step А. The number is selected δ>0 is the accuracy of 
minimum  C∑;  r=1;  δr= δ;  T1r= δr,  T2r=(T0 – δr). 

Step B. Using formulas (29-31) is calculated C∑r. 

Step C. δr+1= δr + δ;T1r+1= δr+1,  T2r+1=(T0 – δr+1); C∑r+1 is 
determined. 

Step D. If C∑r > C∑r+1, then r=r+1 and the transition to step 
B takes place, or the problem is already solved, that is, T1=T1r 
and T2=T2r are found for which CΣ is minimal. 

III. CONCLUSION 

One of the most important problems in developing DTS 
used for special purposes, for example, in security, is the 
determination of the necessary technical and economic 
assessments. These assessments are proposed to be made 
based on determining the mathematical expectation of 
information transmission time and its analytical dependence 
on the performance of switching nodes, as well as the 
throughput of communication channels. 
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The article considers an analytical model of work that 
allows the possibility of the influence of short-term failures on 
messages and the recovery time of information distorted 
under the influence of cyberattacks. This model uses the 
Laplace-Stieltjes transform and the Lagrange multiplier 
method. The analytical expressions that were obtained make it 
possible to calculate the cost of the DTS and its optimal 
parameter values, which ensure the processing and 
transmission of information with a given time cycle and 
taking into account the effect of cyber failures. 
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