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    Abstract: Electronic Medical Records are now widely used by 
medical organizations as a replacement for physical manual 
records of the patients. These Electronic Medical Records (EMR) 
were effectively adopted as a result of the evolution in the field of 
Information technology supported by more innovative computer 
science engineering feats, as the EMR systems became more 
advanced it still had a drawback of being vulnerable to cyber 
attacks, which will eventually compromise the integrity and 
confidentiality. Hence the same EMR system is built along with 
the use of Block-chain technology on a cloud storage platform, 
this system will be integrated with various features compatible for 
the interoperability between the patients and medical service 
providers. The main objective of this project is to leverage 
maximum cyber protection to the EMR system.  
Keywords: Electronic Medical Records (EMR). 

I. INTRODUCTION 

Electronic Medical Records (EMR) system is used by almost 
every medical organization. It is basically accessible by both 
the Medical service provider and the patient to monitor the 
treatment and further developments within it, when subjected 
to an external cyber attack the EMR can be modified by the 
culprits. Any kind of modification or theft towards the EMR 
can dangerously affect the patient and their treatment, several 
such incidents have occurred. To secure the EMR, the 
block-chain technology is used to transform the decentralized 
data  ledger into a centralized one. In this system the cloud 
based approach via API will help prevent data manipulation 
and data theft, as the the full access control is given to the 
patient. Cryptology is the key aspect of this system securing 
sensitive information, specifically “Hashing” which covers 

the confidential data with special characters and symbols. 
Data management is built to be more efficient in this system 
which reduces the complexities in managing categorical 
information. 
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Apart from block-chain and hashing methods, the concept of 
smart contracts is also infused to digitally formalize as well 
as to secure the the relationships over a networkfrom 
block-chain and hashing methods, the concept of smart 
contracts is also infused to digitally formalize as well as to 
secure the the relationships over a network built to be more 
efficient in this system which reduces the complexities in 
managing categorical information.Apart from block-chain 
and hashing methods, the concept of smart contracts is also 
infused to digitally formalize as well as to secure the the 
relationships over a network.Smart contracts are are basic 
codes which will govern the block-chain transactions and 
will technically define the mutually agreed contracts. As per 
the proposed system of this work, the overall framework 
consists of three major parties namely the USER (patient), 
the healthcare organisation and the system manager. The 
system manager holds the responsibility for managing the 
entire framework of the full system and the user(patient) can 
access or permit the access by the medical service providers. 

II. METHODOLOGIES IMPLEMENTED 

The overall framework is partitioned into various modules 
accordingly,With each of them supporting specific actions. 
As of this systerm, there are four modules within. 

A. Module 1 Login Screen and Dashboard  

To get to the Identity-Based Integrity Auditing application, 
you should initially give a username and secret word. 
Confirmation implies recognizing a client and checking  
that this client is permitted to get to the Application. To get to 
your Identity-Based Integrity Auditing Application, type the 
beneath URL in your internet browser site address bar:           
Eg; http://127.0.0.1:9091. In order to use the online system 
application and its instruments, we are supposed to login first. 
Then the identity based auditing application admin will ask 
for a prior username and a confidential key. It is noted that 
the application client will provide the username and the key 
accordingly. 
To login to the Application Admin:  

1. Enter your Username and Password 
2. Click the Remember Me box to remain signed in for as long as 14 

days. 
3. Click the Log In catch to gain admittance to the Application    

Admin. 
4. Login data is case-touchy. Ensure the CAPS LOCK key is off! 
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1. Hospitals maintains the 
patients records using 
Blockchain

2. Each Patients records are stored in 
blocks using their public keys

4. Patients permits Healthcare 
organizations to access their 
medical records by sharing 
their unique ID s

3. Health care organizations 
submit their queries vi API to 
access the patients encrypted 
data  

When you have effectively signed in, you will be welcomed 
by the Identity-Based Integrity Auditing Application 
Dashboard in the Admin region. The accompanying 
objectives are kept up and accomplished.  
Information security: Provides security to the information 
present in the cloud. Models for information security 
incorporate programming/equipment plate encryption, 
reinforcements.  
Distributed storage: Cloud stockpiling suppliers are 
responsible for keep up the information data an available, 
open and the physical condition verified and running.  
Honesty: Maintaining ultimate objective to ensure the 
reliability and availability of data in cloud and maintain the 
idea of circulated stockpiling advantage, so it is very weight 
to the clients.  
Electronic patient data frameworks can possibly improve 
wellbeing by giving wellbeing experts improved data about 
their patients. They can likewise improve the nature of 
human services and help control costs through improved 
productivity. The writing audit covers wellbeing data 
frameworks with an accentuation on the administration of 
patient data and will help contextualize the overview results. 
Specifically it considers issues identifying with the exchange 
of patient data from paper-based records to advanced. The 
electronic prosperity record (EHR) is a longitudinal 
electronic record of patient prosperity information delivered 
by in any event one encounters in any thought transport 
setting. Associated with this information show limitation 
economics, progress notes, issues, remedies, key signs, past 
restorative history, immunizations, lab data, and radiology 
reports. The EHR automates and streamlines the clinician's 
work procedure. It can create an all out record of a clinical 
patient encounter – similarly as supporting other thought 
related activities authentically or by suggestion by methods 
for an interface – including confirmation based decision help, 
quality organization, and results uncovering. 

B. Module 2 Doctor Information  

Out framework intend to boost the capacities of emergency 
clinics, multi-claim to fame centers, specialists and 
therapeutic experts via computerizing the procedures of 
recording patient's data.  

 

 

1. About Python OOP  

What Is Object-Oriented Programming (OOP)?  
Article arranged Programming, or OOP for short, is a 
programming worldview which gives a methods for 
organizing programs with the goal that properties and 
practices are packaged into singular items. For example, an 
article could speak to an individual with a name property, age, 
address, and so forth., with practices like strolling, talking, 
breathing, and running. Or then again an email with 
properties like beneficiary rundown, subject, body, and so on., 
and practices like including connections and sending. Put 
another way, object-situated writing computer programs is a 
methodology for displaying solid, genuine things like 
vehicles just as relations between things like organizations 
and representatives, understudies and instructors, and so on. 
OOP models genuine substances as programming objects, 
which have a few information related with them and can play 
out specific capacities. Another basic programming 
worldview is procedural programming which structures a 
program like a formula in that it gives a lot of steps, as 
capacities and code squares, which stream consecutively so 
as to finish an errand. The key takeaway is that articles are at 
the focal point of the item situated programming worldview, 
not just speaking to the information, as in procedural 
programming, however in the general structure of the 
program too. Concentrating first on the information, every 
thing or article is an occurrence of some class. The rough data 
structures open in Python, like numbers, strings, and records 
are planned to address direct things like the cost of something, 
the name of a piece, 
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 and your favored shades, independently.  
Imagine a scenario where you needed to speak to something 
substantially more convoluted. For instance, suppose you 
needed to follow various creatures. On the off chance that 
you utilized a rundown, the primary component could be the 
creature's name while the subsequent component could speak 
to its age. How might you know which component should be 
which? Imagine a scenario in which you had 100 distinct 
creatures. It is safe to say that you are sure every creature has 
both a name and an age, etc? Imagine a scenario in which you 
needed to add different properties to these creatures. This 
needs association, and it's the specific requirement for classes. 
Classes are used to make new customer described data 
structures that contain optional information about something. 
By virtue of an animal, we could make an Animal() class to 
follow properties about the Animal like the name and age. It's 
basic to observe that a class just gives structure—it's a 
framework for how something should be described, yet it 
doesn't generally give any veritable substance itself. The 
Animal() class may demonstrate that the name and age are 
significant for describing an animal, anyway it won't 
generally state what a specific animal's name or age is. It may 
help with considering a class an idea for how something 
should be portrayed. 

2. Python Objects (Instances)  

While the class is the blueprint, an event is a copy of the class 
with certifiable characteristics, really an article having a spot 
with a specific class. It is definitely not an idea any more; it's 
a genuine animal, like a pooch named Roger who's eight 
years old. Put another way, a class takes after a structure or 
overview. It describes the necessary information. After you 
balance the structure, your specific copy is an event of the 
class; it contains genuine information appropriate to you. 
You can balance different copies to make a wide scope of 
events, yet without the structure as a guide, you would be lost, 
not appreciating what information is required. Therefore, 
before you can make solitary instances of an article, we ought 
to at first figure out what is required by portraying a class. 

3. Occurrence Attributes  

All classes make items, and all articles contain qualities 
called characteristics (alluded to as properties in the opening 
section). Utilize the __init__() strategy to introduce (e.g., 
indicate) an article's underlying traits by giving them their 
default worth (or state). This strategy must have at any rate 
one contention just as the self variable, which alludes to the 
article itself.  

4. Python Object Inheritance  

Legacy is the procedure by which one class assumes the 
characteristics and strategies for another. Recently shape 
classes are called kid classes, and the classes that kid 
classes are gotten from are called parent classes. Note that kid 
classes abrogate or expand the usefulness (e.g., 
characteristics and practices) of parent classes. As it were, 
youngster classes acquire the entirety of the parent's 
properties and practices however can likewise indicate 
diverse conduct to follow. The most essential sort of class is 
an item, which by and large all different classes acquire as 
their parent. One of the significant advantages of article 
situated writing computer programs is reuse of code and one 

of the manners in which this is accomplished is through the 
legacy component. Legacy can be best envisioned as 
executing a sort and sub type connection between classes. 
Assume you need to compose a program which needs to 
monitor the educators and understudies in a school. They 
have some regular qualities, for example, name, age and 
address. They additionally have explicit attributes, for 
example, pay, courses and leaves for educators and, stamps 
and charges for understudies. You can make two free classes 
for each kind and procedure them however including another 
normal trademark would mean adding to both of these 
autonomous classes. This rapidly gets awkward. A superior 
way is make a typical class called School Member and 
afterward have the instructor and understudy classes acquire 
from this class, for example they will become sub-sorts of 
this sort (class) and afterward we can add explicit qualities to 
these sub-types. There are numerous favorable circumstances 
to this methodology. On the off chance that we 
include/change any usefulness in School Member, this is 
consequently reflected in the sub types also. For instance, you 
can include another ID card field for the two educators and 
understudies by basically adding it to the School Member 
class. Be that as it may, changes in the sub types don't 
influence different sub types. Another bit of leeway is that 
you can allude to an educator or understudy object as a 
School Member object which could be valuable in certain 
circumstances, for example, checking of the quantity of 
school individuals. This is called polymorphism where a 
sub-type can be subbed in any circumstance where a parent 
type is normal, for example the item can be treated as an 
occasion of the parent class.. 

Oneself  

Class techniques have just a single explicit contrast from 
conventional capacities - they should have an additional first 
name that must be added to the start of the parameter list, 
however you don't give an incentive for this parameter when 
you call the strategy, Python will give it. This specific 
variable alludes to the item itself, and by show, it is given the 
name self. In spite of the fact that, you can give any name for 
this parameter, it is firmly suggested that you utilize the name 
self - some other name is unquestionably disliked. There are 
numerous preferences to utilizing a standard name - any 
peruser of your program will promptly remember it and even 
specific IDEs (Integrated Development Environments) can 
support you in the event that you utilize self. 

C. Module 3 Patient and EHR  

Tolerant Information  

This is where in all the patient segment subtleties can be 
taken consideration off. A perpetual enlistment number, 
which will go about as a patient identifier is allotted here. The 
enlistment number provide for the patient will store the 
subtleties of number of visits to the O.P.D. just as number of 
affirmations in the emergency clinic. Singular patient data is 
regularly accumulated for checking and assessment 
capacities or answering to higher administration levels. 
Notwithstanding, amassed singular patient data is  
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additionally significant in the neighborhood setting where it  
can assist with building up a 'culture of progress', for example 
to gauge nature of administrations and results and utilize this 
to present changes. The explanation behind social affair and 
taking care of patient information is to choose it available for 
dynamic at a point of care or for examination and action for 
the officials and procedure. It is fundamental to comprehend 
that most individual patients have more than one point of care. 
They may have a fundamental general thought provider and 
authority care providers. They may move beginning with one 
region then onto the following, including from country to 
country. It is key that their individual patient information be 
open at all motivations behind consideration and all goals for 
assessment. With the ultimate objective for this to work, there 
must be models for addressing the data and for 
correspondence. Scattered prosperity data frameworks have 
been proposed to improve the ability to accumulate and 
analyze data across foundations provoking improved 
ampleness, security, and nature of care. 
 

 

 
The data that we keep is utilized to guarantee that we 
can:  
1. Contact persistent 
2. Make educated choices about patient treatment and care 
3. Plan persistent help and backing 
4. Refer on to another assistance whenever required 

5. Investigate any worries or grumblings about patient 
assistance 

6. Review the consideration we give to guarantee it is 
viable 

7. Work enough with others who moreover outfit you  
with  care – for instance your GP, other prosperity 
providers, social thought, or various providers of care 

8. Monitor people tolerating a help and the financing for 
that organization 

9. Carry out research to improve advantages and assurance 
they address people's issues 

10. Produce insights for focal government and 
neighborhood arranging 

Electronic Health Record  

The terms medical record, patient progress record, and 
therapeutic report are utilized to some extend conversely to to 
record the logical documentation of a patient's restorative 
medical history and further enhance the type of treatment on 
the perspective of the present medical records. The medical 
record further mutates additional inforamtion regarding by 
human services experts, recording perceptions and 
administrations. 

 

III. RESULT 

 The final data is stored in the form of blockchains which will 
eventually be encrypted as per the system norms in a certain 
format. 

 

IV. FUTURE SCOPE AND DISCUSSION 

The general system model of the blockchain-based clinical 
information sharing and assurance conspire is made out of 
three gatherings, i.e., framework supervisor, client (patient), 
and medical clinic.  
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In the model, the job of framework administrator (meant as 
SM) is typically played by somebody  
who is a confided in power, for example, government offices. 
The administration division is answerable for the 
administration of the entire framework. At the point when a 
client that is the patient needs to see a specialist, he/she needs 
to initially enroll with the emergency clinic. At that point, the 
medical clinic will organize a specialist to make an analysis 
for the patient. At the point when the visit is finished, the 
specialist will store the clinical outcomes in the blockchain if 
the clinical outcomes have been checked by the verifiers. In 
particular the specialist with the patient's consent can get to 
the patient's information history put away in the blockchain 
when required. After the approval, patients can see all their 
clinical records and specialists can get to history of clinical 
data under the approval of patients. Quiet control: the patient 
could deal with their authentic clinical records, i.e., anybody 
couldn't get. A depends a confided in outsider or a 
semi-honest specialist to change the cipher text scrambled 
with its open key into cipher text encoded with the other party 
B's open key. At that point, B could decode the cipher text 
with possess private key, i.e., the information sharing is 
figured it out. During the entire procedure, the information 
encoded is secure, and A's private key doesn't need to be 
unveiled. 

V. CONCLUSION 
The features of block-chain advancement, for instance, the 
decentralization and modify check make it really proper for 
the security and sharing of helpful data. At this moment, 
lightweight remedial data sharing arrangement subject to 
block-chain is proposed and executed. Go-between 
re-encryption advancement is used to help the experts with 
getting to legitimate records of patients. It can ensure the 
security of the proposed plot since the asked information is 
transmitted in the cipher text structure. Likewise, an 
improved part is proposed to go about as the understanding 
framework that is lightweight and trustworthy. Finally, our 
arrangement gave the signs organizing segment that grants 
two patients with comparable symptoms can make 
correspondence about their infirmity..   
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