OPEN 8ACCESS

I nter national Journal of Innovative Technology and Exploring Engineering (1JITEE)

I SSN: 2278-3075 (Online), Volume-9 I ssue-6, April 2020

Communication Protocol in Internet of Things
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Abstract: Constrained devices are commonly used in the
Internet of Things systems. Since these devices have limited
communication and computation resources, communication
protocols which are lightweight are needed. A lightweight
protocol called Message Queue Telemetry Transport, which is a
publish/subscribe messaging protocol, is utilized with the
constrained devices. Hence, this paper isaimed at monitoring data
by using machine-to-machine communication protocol with the
help of an 10T device, Raspberry Pi.
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. INTRODUCTION

In most recent developments in the fields such as Internet
protocols, Radio-Frequency I dentification(RFID)
technology, smart sensors, and communication technologies,
the Internet of Things has found its extensive use. By linking
the different technologies by means of joining the physical
objects collectively, 10T in the near future is expected to
bring many innovative application which support smart
decision making.

loT takes advantage of the primary technologies of the
physical objects to renovate it from traditional devices to
moreintelligent devices. Therefore, the loT should contribute
enormously to the growth of the world economy and to the
improvement of the value of life.

TheloT hasthe capability to transmit data across a network
without the need to interact with other objects, such as
humans or other computers. Kevin Ashton first coined this
concept in 1999. Internet of Objects is another name for 10T
and it consists of self-configuration network and wireless
communication between the different objects. It offers a
platform for smart devices to electronically communicate
with therest of theworld. 10T has become a description of the
numerous research disciplines and technologies that enable
the Internet to communicate with physical objects in the real
world [1, 2].

“Message Queuing Telemetry Transport (MQTT)” is
presented in this document, alargely used protocol. It is used
by eminent companies like Facebook and Amazon in recent
times.
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It is exceedingly simple and extremely lightweight
publication / subscription protocol, which is designed for
deviceswith restrictions and low bandwidth networks, at high
latency or unreliable. The design principles are to minimize
device resource requirements and network bandwidth while
trying to guarantee reliability and a certain degree of security
of delivery. These principles earn the protocol perfect
solution for the rising "machine to machine" (M2M) or
"Internet of things" of connected-devices and aso for mobile
applications in which battery power and bandwidth are very
important [3].

In 1999, Dr Andy Stanford-Clark of IBM, and Arlen
Nipper of Arcom invented MQTT. Hence, it is a
“standardized network protocol” wherein transmission of
short messages/’commands is possible.

[I. RELATED WORK

Thangavel, Dinesh, et a in[4] desighed and implemented a
common “extensible middleware” to sustain upcoming
protocols for instance CoAP and MQTT. Experiments for
examining the performance of CoAP and MQTT with the
common middleware was conducted by them, in which
end-to—end delay and bandwidth consumption are observed.
The outcome from their experiment illustrates that MQTT
messages contain higher delay with higher loss rate than
CoAP messages. Furthermore, the outcome also provides
evidence that when comparing with the CoAP messages, the
MQTT provesto have lower-delay in the lower-packet.

The authors in [5] employed two application-tests for
obtaining a complete study about the performance of loT
Web application. The first application utilized various
message encoding and communication protocols to measure
graphics rendering performance and latencies while doing
performance  comparison to  implement diverse
web-platforms. Latency of the “message throughput rate”
and “sensor data message delivery” were calculated in the
latter application. This was performed so as to facilitate in
comparing the performance of the various messaging
protocolsin loT like DDS, XMPP, AMQP and MQTT. The
outcome from the test illustrated that HTMLS5 platform had
“higher capability” for running loT Web-applications during
real-time and that the “optimum messaging protocol” is
MQTT on behaf of widerange of applications of loT
mWeb.

The authors in [6] evaluated performance of Constrained
Application Protocol(CoAP), WebSocket, and for Message
Queuing Telemetry Transport(MQTT). Their comparison
implemented the three protocols appropriately for
loT-applications in the same hardware-platform of lower
complexity and cost.

Published By:
Blue Eyes Intelligence Engineering



https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijitee.F4705.049620&domain=www.ijitee.org

Communication Protocol in Internet of Things

The efficiency of the protocol depended on the average
RoundTrip Time (RTT) and also overhead performance. For
all 10T device scenarios,

the server is being "transmitted" with data and replies are
awaited.

HARDWARE DESCRIPTION

The Raspberry Pi 3 Moddl B consists of a Broadcom
BCM2837 64bit ARMv7 QuadCore Processor powered
SingleBoard Computer running at 1.2GHz(Fig. 1).

Fig. 1 The Raspberry Pi 3 Model B board

It has 40 pins extended GPIO, four USB2.0 ports, audio
jack, 1 GB of RAM memory, one 100 Mbps Ethernet port and
onefull size HDMI port. Asthe Raspberry Pi is not equipped
with internal storage device, MicroSD Card is required for
storing the program files and operating system.

A. Raspberry Pi

Itisavery low-cost computer card/board that is the size of
a credit card that connects to a computer or television
monitor, able to do everything adesktop computer can do and
uses a standard mouse and keyboard. Raspberry Pi
Foundation in the United Kingdom devel oped the board with
the aim of promoting basic PC education in schools [7]. It is
manufactured in two board configurations.

The most recent product comesin the form of Raspberry Pi
3 Model B+ range. Thismodel has a quad-core processor of
1.4 GHz and 64-hit, dual-band wireless LAN, faster Ethernet,
Bluetooth 4.2 / BLE, and Ethernet power support (with
independent HAT PoE) [§].

Table- |: Hardwar e Specification of Raspberry Pi 3

System on Chip Broadcom BCM2837B0
CPU Type/Speed ARM Cortex-A53 1.4GHz
RAM size 1GB SRAM
Integrated Wi—Fi 2.4GHz and 5GHz
Ethernet speed 300Mbps
PoE Yes
Bluetooth 4.2

I11. SOFTWARETOOLS

To implement machine-to-machine communication with
the raspberry pi, various software tools are used such as
Rasbian, Putty, VNC Viewer, Python and paho-mqt.
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A. Rasbian

It isbased on Debian, afree operating system enhanced for
Raspberry Pi hardware. Raspberry Pi needed operating
system to make its system work. Raspbian is much more than
ajust an operating system asit accommodates packages more
than 35,000. These packages are software used for easy
installation of the Raspberry Pi [9].

B. PUTTY

PUTTY isused to access the Raspberry Pi in wireless mode
by typing in the IP address of Raspberry Pi. It isatelnet and
SSH, originally developed for the Windows platform by
Simon Tatham. A group of volunteers developed and
supported PUTTy. It is open-source software accessible with
the source code. [10].

C. VNC Viewer

It is a free remote connection application presented under
remote desktop software and is available from Rea VNC
Limited for Windows. It is licensed as freeware for the
Windows operating system/platform (32 bit and 64 hit) from
remote desktop software without restrictions [11].

D. Python Language

Python is a high-level interpreted language for generic
programming that is also used for scripting. It was created by
Guido van Rossum and launched for the first timein 1991. It
was recommended by Raspberry Pi Foundation to use Python
as a language for students. Also Pi in Raspberry Pi comes
from the name of the Python programming language [12].

E. PahoMQTT

The MQTT-SN messaging protocols and open-source
client implementations of MQTT are provided by Eclipse
Paho project. The project is intended for the various
applications of the Internet of Things(loT) [13].

IV. RESULT AND DISCUSSION

Reducing the amount of data transferred between smart
devices is very important with Internet of Things. There are
more and more objects getting connected to our local
networks every day. These objects getting connected are
often having little resources, henceit isvita to bound the data
getting transferred to the bare minimum. However, this
limitation findsthe MQTT protocol very useful. With MQTT
protocol, one device is used as a “broker”, which acts like a
master in the network and can send /route the messages to the
intended /correct devices. All the other devices may “publish
and/or subscribe” to “topics”, some types of message. In a
publish and subscribe(pub-sub) system, any device can
“publish” a message on a topic, or can “subscribe” to a
particular topic in order to receive messages If a device
publishes any message on a particular “topic”, the broker can
transport /transfer the message to all those devices that
subscribed to the “topic”. The use of this architecture greatly
reduced resources needed on the devices as well as the
amount of data being transferred.
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We update the signing key by downloading the key before
installing Mosquitto via the apt-get command:

sudo wget hitp://repo.mosquitio.org/debian/mosquitto-
repo.gpa key

We add the repository since Mosquitto package is not
present in basic Debian repositories. Going to the folder
which has the repository lists is done and the repository file
for Mosquitto should be downloaded:
Fudo weet hitp:/'repo.mosquitio.org/debian‘'mosquitto-
stretch. list

Installing the package mosquitto, MQTT broker, and
mosquitto-clients is done which will be used for testing the
installation.

'SL]ElD apt-get ins@ll mosquitto mosquitto-clients

It isrequired to install “Paho MQTT”, which will replace
the old “Mosquitto Python” module, if MQTT is used in a
Python project. Hence, weinstall python-pip in our Raspberry
Pi if itisnot done earlier:

'surlu apt-get ins@ll python-pip |

Fuclu pipinstall paho-mgit |

A. Configuring Mosguitto

Path for the configuration file is found in the path
/etc/mosquitto/mosquitto.conf. Hence, we make a backup of
thisfile before making any changesto it:
rd /etc’'mosquitto
fudo cp mosquitto.conf mosquitto conf original

B. Testing Mosquitto

We can use two terminals where the first terminal can be
used for subscribing to a topic “hello/world”. The second
terminal can be used for publishing message to the said topic.
We have successful test when the publisher’s message can get
recorded on the other terminal (i.e., subscriber's terminal).

In the first terminal, we execute the mosquitto_sub
command in order to start the subscriber. The option -d
enables the debug mode, and the option -t specifiesthe topic:

Fnusquitm_sub -d -t hello/world

We run the mosquitto_pub command with option -d for
enabling debug mode, and option -t for specifying the topic.
This command is used for publishing a message in which
message isto be preceded by the option —m:

mosquitto_pub -d -t hello/world -m “Hello from Terminal
window 21°
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At this time, the test message “Hello from Terminal window
21” appears in the first terminal if everything works fine.

C. Testing data exchange between Raspberry Pi MQTT
and Python

For this purpose, the receiver is started which is followed
by creation of new file with the content given as under:
Fuclu nano maqtt_subscriber.py

import paho mqtt.client as maqtt
MQTT SERVER = "localhost"
MQTT _PATH ="test channel"

# The callback for when the client receives a CONNACK
#response from the server.

def on_connect(client, userdata, flags, rc):

print(" Connected with result code "+sti(rc))

# Subscribing in on_connect() means that if we lose the
# connecion and reconnect then subscriptions will be
# renewed.

dient subscribe(MQTT PATH)

# The callback for when a PUBLISH message is received &
from the server.

def on_message(client userdata, msg):

prnt(msg topic+" "+strimsg.pavload))

# more callbacks, etc

client = mqtt Client()
client.on connect = on_connect
client.on message = on_message

client.connect(MQTT_SERVER, 1883, 60)

# Blocking call that processes network traffic, dispatches #
callbacks and handles reconnecting.

# Other loop™() functions are available that give a

# fhreaded interface and a manual interface.
clientloop_forever()

The code for the publisher iswritten in Python as below:
import paho mqtt publish as publish

MQTT _SERVER ="102.168.1.5"
MQTT PATH ="test channel"

publish single(MQTT_PATH, "Hello World!",
hostname=MQTT_SERVER)

V. CONCLUSION

Raspberry Pi offers many capabilitiesin recent times asthe
system uses advanced sensor technology and automatic
control technology. The data collected in the field can be sent
through the existing network which improves the applicability
of the system. “Message Queuing Telemetry
Transport(MQTT)” protocol utilized for Raspberry Pi is
presented in this paper. MQTT represents the M2M
communication protocol and follows publish/subscribe
communication pattern.
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Reliable delivery of data between sensors and devices is
focussed in MQTT with the help of messaging protocol. Due
to the reason that MQTT focuses in high-latency and
low-bandwidth environments, it becomes a fitting protocol
for “machine-to-machine” communication.
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