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Analysis of Http Cookie Hijacking in the Wild
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Abstract: Because cookies act as the sole evidence of user
identification, web sessions are especially vulnerable to attacks
through session hijacking, where the server operated by a specific
user sends users ' identity requests. If n > 1 cookies are used to
execute a session, n sub-sessions that actually run on the same
website where the individual cookies are used to access part of
the session's state details. Our cookie hijacking analysis shows a
range of significant defects; attackers may reach Google's home
address and work address and websites that are accessed by Bing
or Baidu, show the entire browsing history of the user, and
Yahoo enables attackers to delete the list of contacts and upload
emails from the account of the consumer. For fact, e-commerce
providers such as Amazon and Ebay have a limited, complete
customer order background, so almost all platforms have a user
name so e-mail address on their page. Ad networks like
Doubleclick will also expose pages accessed by the customer. In
this article, we propose to improve the latest state-of - the-art
HTTP(S) session control by utilizing user fingerprint.A vast
range of functionalities of the new client tracking makes session
identification on the server observable and dramatically increases
the threshold for attackers. Furthermore, this paper describes
HTML5 and CSS capabilities for client fingerprinting and the
recognition or authentication of a device by using the UserAgent
list.

Keywords: cookies, attacks, session hijacking,
authentication, fingerprinting and recognition.

HTTP,

I INTRODUCTION

There is an immense everyday foundation for socia
networks and customized internet services. Internet users are
gill at danger continuously. Popular websites, such as
Facebook or Yahoo, aong with several others, are now
utilizing HTTPS-secured user authentication contact while
usually sharing the remainder of the session explicitly. It
helps an intruder to steal or clone passwords, identifiers and
tokens from the client and to manage the victim's account. It
has been employed as a threat tactic numerous times more
recently by unencrypted Wi-Fi and national interceptors,
showing that hijacking is in reality an Internet protection
problem today. A recent famous example is the
compromised Ashton Kutcher's Twitter account. He had
more than 6 million fans at the point. It was an unencrypted
Wi-Fi. In Tunisia, however, websites like Facebook,
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updatas

Gmail and Yahoo have been suspected of malicious
JavaScript intrusion to gather user credentials and disrupt
dissident online operation. Nevertheless, several big
websites tend to use non-encrypted connections to deliver
content, exposing users to HTTP cookies to attackers and
traffic tracking them. There are anumber of explanations for
failing to introduce all-around secure communications,
ranging from the possible changes of bandwidth costs and
the lack of in-network functionality of retaining
conventional customer service. If policies of access control
properly distinguish authenticated rights (e.g., session
cookies) and unauthenticated cookies (e.g., persistent
cookies for tracking) instead stolen HTTP cookies will
preclude attackers from gathering some personal data. For
reality, though, it is not and things are getting worse as
systems tend to lose protection on usability. Website rights
HTTP cookies, which boost customer functionality, to
persondize the services, but prohibit demands for re-
authentication, because this influences user interaction. If
strictly required, in the process of thorough research, little
attention was given to the privacy risks of non-session
cookies; the leaked HTTP code demonstrates how criminals
can retrieve Google search history for a consumer.

As mentioned in a recent survey, the key safety hazards in
web sessions are established today.As web sessions are
especially susceptible to client hiracy attacks because
cookies function only as a proof of user identification,
where the server operated by a single user is submitting
requests relevant to another user's identification. Session
security has been studied in many types of threats including
web attackers who run sites that host harmful material and
who are able to leverage intrusion flaws on trustworthy
websites as well as on network assailants who are able to
obstruct, audit and manipulate HTTP traffic.

In this report, we discuss the degree and nature of
ambiguous activities and the implications for consumer
privacy of mgjor networks that partly implement encrypted
communications.They show that HTTP cookie hijacking
attacks not only enable private and confidential user details
to be obtained, but are also able to bypass security
requirements and reach the secure account features. It is the
first in-depth study, to our knowledge, into the data security
ramifications of HTTPS selective adoption. We test 25 core
business areas for search engines and e-commerce portals,
chosen from various groups.

In each case, we consider how HTTP cookies are used, how
the cookies are used to show various forms of data and
features, and how they are analyzed. In each scenario, we
examine cookies. It helps one to obtain an analysis of the
effectiveness and effect of this form of attack. We find bugs
on big websites that make it possible for attackers to get a
wedlth of confidential user data and have access to secure
accounts. We conduct these tests on our specific or research
profiles as a precautionary step.
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1. LITERATURE REVIEW

Internet browsers are incredibly sophisticated operating
programs that require several implementation years.Various
universal specifications such as the HTML, JavaScript,
DOM, XML or CSS defined by W3C2, aim and render web
experience as consistent as practicable through various
browsers. However browsers also provide their own "touch”
with their understanding of such specifications. Regardless
of the ambiguity of certain specifications, the
implementations of browsers vary. The landscaper, such as
HTML5 and CSS3, that are not yet completely developed
but partly implemented in browsers, is confused further by
current and potential requirements. These limited criteriaare
best designed for fingerprinting of various depths. For e.g.,
Nmap uses this exact method to define the operating system
of aTCP/ IP stack fingerprint dependent remote host.
Website security operates as follows: The username and the
password are presented with an HTML file, which is then
forwarded on to the server. If the communication
performance is reached then the server normally returns a
token (usualy known as session ID) which, owing to the
stateless internals of the HTTP protocol, is subsequently
sent along with other client requests to classify the user.
This raises many problems for user security in an
unencrypted HTTP environment: presents many threats to
the security of the user: As unencrypted Logon passwords
are passed on, an eavesdropping attacker may quickly obtain
them. Although both the login form document and
subsequent. Notice to a reviewer requests: the connection
must be used here when the paper's credentials are
transmitted via HTTPS for  publishing via
(http://lwww.w3.0rg/ TR/), attackers that later obtain session
ID from unencrypted server requests, or using client side
attacks such as XSS. Many administrators find that the
default implementation of SSL is too expensive. Anecdotal
data indicates that naively causing SSL to degrade
dramatically the output without any tuning up to the
magnitude. However, in January 2010 Gmail migrated to
HTTPS by default. Significantly, Google has announced that
it will not employ external computers or unique equipment
(like accelerators for SSL devices), but utilizes a variety of
SSL optimization methods. For this setup, only around 10
kB of memory is consumed per link, 1% of the CPU load
and less than 2% of overhead network.

Many automatic hijacking applications have been released:
FaceNiff, DroidSheep3, Firesheep, Cookiemonster and
SSL Strip, to list but afew. In 2010 Firesheep was one of the
first individuals to gain mainstream media attention.
Firesheep works as follows: Firesheep is attempting to sniff
on an Ethernet system or |EEE 802.11 when starting. Where
HTTPs are caught and parsed as such, they suit domain-

specific handlers (including handlers for sites including
Facebook, Twitter, and LinkedIn as of written format).

. REAL-WORLD PRIVACY LEAKAGE

Threat persistence:Session cookies become invalidated
after the consumer signs out. Also after a brief duration of
inactivity, high-value programs achieve so. We also tested
that the providers still remove the HTTP cookies essential
for our deterrent attacks. We find that even though the user
has signed out, nearly all cookies are always allowed to
reach and will assaultonce the intruder has taken cookies.
Links to the persona details and account functions of the
user can then be retained by an intruder before a cookie
expires for a span of several months (Google cookies expire
for 2 years). Even since signing out has Ebay become the
insecure provider that invalidates the cookies. Such Cookies
do not inform the user that the validity of cookies is
controlled by Ebay on the server side as he or she leaves.
Below we will also address Y outube's odd actions toward
non-connected users. Cookie hijacking: To defend their
work against eavesdropping, Google automatically redirects
users linked via HTTP to HTTPS through Google.com. On
initial order, however, the client must submit HTTP cookies
before redirecting and implementing encrypted contact. In
fact, the user can aso use Google Services via the address
bar; for instance, the user can type in the Google Maps
function www.google.com/maps.The client can re-expose
the users HTTP cookies in these situations and, if the
competitor is traffic managed, he would be able to hijack
them. Instead of introducing HTTPS, redirecting is also a
deliberate choice to help conventional customers that do not
operate HTTPS.

Browsing history:The opponent can begin searching
Google on different terms of interest with the use of the
stolen cookie. Unless the findings of the quest have
connections on which the user has been through the search
engine before, Google can display how frequently the
website was accessed and the last time the visitor been it.
Users may opt-out from their search results for historic
details, but by default this feature is alowed. The opponent
is able to look through a number of words and assume
confidential user detailsif allowed. The hypothetical case of
an enemy obtaining certain knowledge is seen in Figure
1(a). She may use a pre-compiled dictionary of sensitive
keywords to locate specific site behavior according to the
attacker's target or a dictionary of the Google most common
search terms, to retrieve sections of the browsing history of
the site. Whilst previous research has demonstrated that
unencrypted sessions can re-create Google search history for
users, this was the first assault, as we know, on Google's
websites.
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(a) Profile and History

(b) Location

Fig 3.1: Private information obtainable from user’s Google account through HTTP cookie hijacking.
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Exploiting search optimization: You may display queries
for Google by adding unique results that are customized for
the consumer or by adjusting the rank of specific results.
Previous research has shown Google's search performance
with a technique for calculating personalization. By
applying this strategy, an attacker will remove entries from
the returned search results depending on the specifics of the
description of the suspect.

Y outube: Y outube has an unusual behaviour that we haven't
seen in other sites. The compromised cookie would disclose
no details while the user is logging in. Furthermore, the
exposed cookie allows links to the approved platforms and
videos of the user, which may be altered through intrusion
assaults, if it is not signed in.However, consumer preference
details can be used to deduce private attributes.

V. SUB-SESSION HIJACKING

4.1. Defining Sub-Session Hijacking

Online sessions may be even more complicated than the
basic definition from Figure 1. In fact, it is remarkably
popular to use several session cookies on the same website.
There are many potential explanations why multi-session
cookies can be used on a website:

e The website has to merge multiple resources or
repositories, each of which classify users in a
specific manner;

e The website is built utilizing severa web
development systems and languages, each of which
specific application of the session administration;

e When separate cookies are encountered, the
website follows multiple authorisation policies.

4.2. Impact of Sub-Session Hijacking

It isinteresting to learn how effective sub-session hijacking
is in operation. Since session-hijacking protections often
prohibit hijacking of sub-sessions, it can appear that
hijacking of the sub-session is already an issue solved.
Unfortunately, webpages in the modern world never extend
complete security against hijacking in sessions or instead
attach their sessions to cookies with specific assurances of
anonymity or honesty that open the door to hijacking of sub-
sessions. Different explanations of why this may arise in
practice are;

e A mixture of HTTP and HTTPS is used to create
mixed content websites. Mixed website material
cannot label all cookies of their session as safe, as
the sessions of their HTTP section will otherwise
be disrupted;

e For many purposes, websites can need to interpret
the session cookie value using JavaScript to avoid
the H5-ONly attribute for these cookies; for many
purposes.

e Only alimited number of sub domains utilizing a
domain attribute can share a limited number of
cookies while multi-domains are set, while certain
cookies may include sensitive details not being
shared to al domains.

4.3. Sub-Session Hijacking in the Wild

The size of the data set is fairly limited, since session
cookies are not accessible to the public and are required for
the processing of personal website accounts, so the
mechanism for identification is far from trivial, but thisis
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the only session cookie dataset that we know of and believe
can at least be used to perform a preliminary analysis. Note,
but do not differentiate between session cookies and cookies
for another purpose, that broader and more up-to-date data
sets of the cookies are often accessible.

4.4 Collateral cookie exposure

We are looking at other ways to reveal HTTP cookies by a
consumer in this segment.

A. Browser Components

In Chrome and Firefox, we examine a collection of the most
common browser components released by major providers
we audited. Our goal is not an in-depth assessment, but an
awareness of browser components ' deployment practices
and whether they till suffer from a restricted usage of
encryption.

While we are experimenting with afairly limited number of
components, we take any found publicity for general
practices into account, because officia extensions from
major suppliers would obviously follow those quality
requirements. Since Google has stopped creating Firefox
plugins, we can't link any of its components specifically to a
cross-browser.

B. Mobile Devices

Despite the cap limitations of cell data contracts, customers
also link to public WiFi connection points. Cisco reports
that nearly 45% of internet traffic has been "offloaded" to
WiFi.

While this is not restricted to public wifi networks, a new
survey finding that 72 percent of the participants are Wi-Fi-
connectedsuggests consumer behavior. We aso audited
official iOS and Android applications for the most common
utilities we aso identified to view private details and
account functions in order to examine the effectiveness of
our HTTP Cookie Hijack attacks against users on mobile
devices.

V. SECURITY MECHANISM PROBLEMSAND
LIMITATIONS

This segment includes some limits on existing protection
measures to prevent attacks on cookies.

5.1HSTSand HSTS Preload

5.1.1 HSTS Adoption

HSTS Preload is a more stable aternative, since HSTS
suffers from the initial unsecure order. However, websites
need to follow those submission criteria to be included in
the HSTS Preload list. In reality, websites must service all
subdomains through HTTPS, apart from HTTPS redirecting
them and providing a valid certification. In other terms, all
web pages will insure that all domain URLs and APIs are
available via HTTPS. Although it could be simple for newly
introduced websites, older and wider pages that are already
compliant with obsolete users can face major difficulties in
switching into HTTPS.

A research by Selvi at Black Hat Euro 2014 has shown how
to circumvent HSTS by modifying device time following
that provided by the HSTS Max-Age Guideline (available
on unencrypted network time protocol), and how HSTS can
be bypassed.
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An additional piece from Bhargavan et a. was seen also asa
partia truncation of the HSTS header, allowing the HSTS
entry to expire within seconds. Therefore, the HSTS is being
introduced very early. Latest analysis has found that many
websites have not properly applied HSTS. Only the highest
positions in Alexa were often seen to be a rather low
proportion in adoption.

5.1.2 HSTS Partial Adoption

When HSTS is used on subdomains alone (not on the
specific domain) or without the flag includesSubdomains,
otherwise the users are at considerable danger, provided that
cookies on the website that are not on HSTS may be sent
unencrypted, thus permitting access to different sections of
the website.

In the case with Google.com, for instance, the pre-loaded
Chrome HSTS protocol does not explicitly require the user
to link via HTTPS through Google.com. However,
certificate pinning is required; if the user is aready linked
through HTTPS it needs an appropriate Certificate. It refers
to both relevant area search engine variants and the home
tab. Important sub-domains from Google, on the other hand,
enable HSTS preloading and will directly link through
HTTPS.

52HTTPS Everywhere

Probably the most popular privacy security solution is
HTTPS Everywhere. The covers of the ruleset are the core
drawbacks of HTTPS Everywhere. The laws are defined and
enforced by the society, which needs tremendous manual
labor which may contribute to inadequate regulations.
HTTPS Everywhere cannot cover situations in which
websites involve pages or subdomains that have an
unencrypted link that is not compliant with HTTPS. But
even with this expansion, user accounts are potentialy
revealed, because one HT TP request is necessary.
Quantifying impact: We use the trace network obtained
from public WIFI on our campus to quantify the amount of
accounts that will stay exposed due to URLs not included in
the Api Everywhere rulesets (version 5.1.0) to test the
theoretical effect of Access Everywhere. More than 77.57%
of al data received in HTTP is HTTP, even if HTTPS
Everywhere is on the computer of al users. Thanks to these
links, our cookie hijacking attacks tend to reveal 207,271
profiles.

VI. RESULT ANALYSIS

Online privacy is the key concern of users on the internet.
Unlike pertaining solutions, the approach that we have
introduced would guarantee the privacy of the consumers.
We have conducted an in-depth assessment of a wide range
of major websites and explored what functionality and
information is exposed to attackers who have hijacked
HTTP cookies from users. We have found a common trend
across websites with partially deployed HTTPS; service
personalization inadvertently results in the disclosure of
private information. Our cookie hijacking study shows a
range of serious flaws; attackers can get the user's home and
work address and visited websites from Google, Bing and
Baidu expose the user's full search history, and Yahoo
allows attackers to extract the contact list and send emails
from the user's account. We've explored various facets of the
online environment, including mobile applications, browser
security measures, plugins, and search bars. To estimate the
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magnitude of the threat, we ran IRB-approved
measurements on a subset of our university's public wireless
network for 30 days, and detected over 282 K accounts
showing the cookies needed for our hijacking attacks. In
addition, we have implemented HTML5 and CSS
capabilities for client fingerprinting and system
identification or authentication using the UserAgent list.

VII. CONCLUSION

Within this paper, our extensive work on the privacy
hazards faced by users when HTTP cookies are stolen was
discussed. We audited a number of essential resources and
discovered that assaults on cookies are not restricted to a
particular category of websites, but pose a common
challenge to any website not authenticated omnipresent. Our
anaysis found many instances of major services that expose
non-authenticated cookies to private details and protected
account features. We performed a thorough study of the root
causes of attacks concerning sub-sessions and explored the
usage of sub-sessions as an efficacious tool for defending
against them from Web sessions. We illustrated that the
relation of sub-session is not easy to implement: inter-scope
connections are especialy difficult and best prevented by
utilizing programming strategies that prevent separation of
scopeWe then launched Warden, an intra-scope sub
session-linking server-side proxy that needs only basic web
developer’s setup function.
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