
International Journal of Innovative Technology and Exploring Engineering (IJITEE) 
ISSN: 2278-3075 (Online), Volume-9 Issue-7, May 2020 

92 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: F4137049620/2020©BEIESP 
DOI: 10.35940/ijitee.F4137.059720 
Journal Website: www.ijitee.org 

 
Abstract: Residue number system (RNS) has emerged as a 

knocking field of research due to its high speed, fault tolerant, 
carry free and parallel characteristics. Due to these features it has 
got important role in high performance computing especially with 
reduced delay. There are various algorithms have been found as a 
result of the research with respect to RNS. Additionally, since RNS 
reduces word length due to the modular operations, its 
computations are faster compared to binary computations. But 
the major challenges are the selection of moduli sets for the 
forward (decimal to residue numbers) and reverse (residue 
numbers to decimal) conversion. RNS performance is purely 
depending on how efficiently an algorithm computes / chooses the 
moduli sets [1]-[6].  

This paper proposes new method for selecting the moduli sets 
and its usage in cryptographic applications based on Schonhage 
modular factorization. The paper proposes six moduli sets {6qk1, 
6qk+1, 6qk+3, 6qk+5, 6qk+7, 6qk+11} for the RNS conversions 
but the Schonhage moduli sets are expressed as the exponents that 
creates a large gap between the moduli’s computed. Hence, a new 

method is proposed to for computing moduli sets that helps in 
representing all the decomposed values approximately in the same 
range. 
 

Keywords: Residue arithmetic, conversion, moduli set, residue 
number system (RNS).  

I. INTRODUCTION 

In cryptography, computation speed reduces as the value of 
the data considered for the operation increases. Therefore, the 
best solution is to reduce the value of the data or may be the 
key space used, but it becomes more vulnerable to the attacks 
as go on reduce value. Hence, there is a need of simple and 
efficient model / system to handle this problem. One of the 
solutions is Residual Number System (RNS) that could 
handle the large value as a smaller component which can be 
operated in parallel and thus helps in increasing the 
computation speed. 
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The RNS is widely accepted in cryptographic process because 
of its knocking characteristics such as modularity, parallelism 
and the carry free operation [1-3]. In RNS, the set of residues 
are computed from the given large number by using the 
moduli sets, identified / determined in advance, this may be 
termed as forward conversion. All the arithmetic operations 
are then carried out on these residues as modulo operations by 
using the corresponding moduli’s. Once completing all the 
operations, these non-weighted residues are converted back 
as single large number, this process may be termed as reverse 
conversion. These RNS process is shown in the Fig. 1. 

 
Fig. 1. RNS Processor 

Even though RNS have got advantages, the reverse 
conversion process may influence the performance due to its 
overhead. Therefore, the moduli’s required must be selected 

carefully and must design a precise algorithm for both 
forward and reverse process to capture the advantages of 
RNS. To exploit the parallelism, it is very important to have 
balanced set of moduli’s for the applications [4]-[5]. 
Additionally, the reverse conversion process itself is complex 
and slow because it has to combine all the residues computed 
in the forward conversion [6].  

There are many proposals for selecting the moduli sets for 
the RNS such as three, four and five moduli sets [7]-[9], but 
these moduli sets are not suitable for applications that operate 
on large word length. Similarly, there are other set of moduli’s 

with dynamic range are proposed in [10]-[18]. In all the 
moduli sets proposed, one common finding is the difference 
between moduli’s selected are in terms of 2n (where n ≥ 0). 

This large difference reveals some statistics about data used in 
the RNS process, which would be advantage for the 
cryptanalyst if adopted in cryptographic process.  Hence, it 
has been thought of having balanced set of six moduli in the 
RNS process in tern adopt cryptographic process. The set of 
six moduli chosen is based on the Schonhage theory but 
eliminating the 2n difference among the moduli’s. The 

method of selection of moduli sets and its application are 
discussed subsequent sections. 
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Rest of the paper is organized as follows. The details of the 
RNS is discussed in the section background. The proposed 
method for computing the moduli sets are presented in the 
section III. The section IV contains the application of the 
proposed method on the cryptographic standard. 
Experimental analysis based on the proposed method are 
presented in section V. finally the paper concluded in the last 
section. 

II. BACKGROUND 

A. Residue Number System (RNS): 

Residue Number System is developed to speed up the 
computations by decomposing the large integers into smaller 
components usually called as residues. These smaller 
components are generated by performing modular operation 
on the large integer such that all these residues could be 
operated independently due to its in-built parallel nature. 
Since these residues are very small values, computations on 
these residues becomes easier and are directly proportional to 
the power required to process. In RNS the moduli’s 

 chosen are relatively pairwise co-prime that 

is  for .  
Any weighted number to be processed using RNS is 

represented as follows , such that, 

       (1) 

Such a representation is unique for any integer  in the 

range , where the dynamic range of the moduli is 

set , which is equal to the product of  

terms [19]. 
 The forward conversion in RNS converts weighted 

integers into residue. On these residues the arithmetic 
operations such as multiplication, and additions can be 
performed in parallel without the carry propagation between 
the residues, resulting in high speed parallel operations. These 
moduli sets has to be converted back to weighted number to 
use outside the RNS using reverse converter as shown in the 
figure 1.  

Similarly, Schonhage has developed a modular arithmetic 
based factorization of large integer specially for multiplying 
large integers rapidly, which is discussed in the next section.   

B. Schonhage Modular approach: 

Schonhage has developed an approach to multiply larger 
integers rapidly by modular arithmetic [29]. At first it was 
hard to believe that the choice of moduli could be 
advantageous over multiplications and the process of 
conversion of numbers into and out of modular 
representations. But Schonhage has proved that modular 
multiplications are faster. 

In his theory, he has defined many rules for deciding the 
number of bits on which the multiplications are carried out. 
Upon deciding the number of bits, six moduli sets are 
computed, that are relatively pairwise co-prime numbers. In 
order to understand Schonhage theory let us consider a special 
case.  

First consider the sequence based on the rules 

         (2) 

And      (3) 
From equation (3), number of bits are decided as: 

        (4) 
Upon deciding the number of bits for multiplication, the 

moduli sets are computed as per the equation (5). 
 

 
 

                                  (5)
 These moduli’s chosen are relatively prime, because the 

exponents of these moduli sets 

 
are all relatively prime. Upon deciding the moduli’s, any 

number ‘U’ less than  is decomposed into smaller 
residues {u1, u2, u3, u4, u5, u6} as per the below equation 
(6). 

                       (6) 
The biggest disadvantage of this method is the large 

difference between the moduli’s chosen, since it is driven by 
the exponents. This large gap may not suitable in the 
cryptographic applications because it may reveal statistical 
relationships to the cryptanalysts. Therefore, a novel method 
for computing the moduli for RNS method is proposed in this 
paper that tries to eliminate the large gap between the 
moduli’s, which is discussed in the methodology section. 

III. METHODOLOGY 

From the study it has been observed that, residue number 
system (RNS) has considerable advantages over speeding up 
the arithmetic computations because of its parallel property 
[21]-[25]. The properties like in built parallel, carry-free and 
modularity with respect to arithmetic operations of the RNS 
has greater suitability in some applications such as signal 
processing, coding theory, cryptography [26]. The idea of 
speed up the computation using RNS is by the application, 
which allow the larger integer to represent as combinations of 
smaller integer. These representations of set of all smaller 
integer by RNS and their component modular multiplication 
and addition forms the smaller direct sum of commutative 
rings. This property of direct sum of commutative rings has 
greater advantages over fixed radix or decimal arithmetic 
operation if used in cipher system.  

Therefore, this idea of decomposition is thought of 
applying in cipher system because it also offers the 
transmission of encrypted data over multiple channels [27] 
and also helps in hiding the ciphertext. Hence, this work relies 
on proposing a new model to increase the immunity of the 
cipher system against side channel attack, algebraic attack and 
known plaintext attack.  

The cipher system based on RNS techniques manages 
smaller integers that are generated from the decomposition of 
input integers.  
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This decomposition of large integers facilitates to process 
the smaller components in parallel due to its in-built carry 
free, independent nature, which optimizes the speed of 
execution without compromising to the security. Therefore, 
the idea is to develop a new mathematical RNS model that 
would consider as advantages. With this objective the new 
RNS mathematical model-based approaches on factorization 
of integer are discussed below. 

Schonhage based computation of prime moduli’s for RNS  
This proposed design is based on modular arithmetic such 

that it includes the choice of choosing the moduli and 
conversion of numbers into and out of modular 
representations. Even though this is difficult, these operations 
can be performed quite rapidly.  

In this proposed method, choosing of the moduli is based 
on the number of bits used to represent the integer values and 
the selection of the positive integer which is the key parameter 
of all. The mechanism is described by considering the 
specially defined rules as follows. Let X be a positive integer 

with  number of bits and will be split into n factors   

Let,        (7) 

Such that,      (8) 
The procedure for determining the number of bits to denote 

the range of values is defined as per the equation (9). The 
number of bits is eventually increased almost a factor of two 

with respect to . 

        (9) 

For the determined -bit value, it has been decided to use 
six moduli and are determined as per the equation (10). 

 

 
 (10) 

These six moduli’s are relatively prime and can be used to 

determine the smaller integers as per the equation (11), 
assuming k 0 and large integer X. 

 
          (11) 

An Example: The process is best understood if considered 
an example. Let us assume k=3, such that, 

and 
    

Now, the moduli’s are  

 

 

 

 

 

 

Upon computing the residues carefully to capture the 
advantages of RNS, its required to define the precise method 
for forward and reverse conversion of RNS system, that is 
discussed in the next section. 

Forward and Reverse conversion for the proposed method: 
This section explains the simple multiplicative cipher 

based on RNS. Let M = be an integer with 

 as plain text  

as multiplicative key and  as cipher 
text. 

The proposed RNS forward and reverse conversion of is 
based on CRT method that is defined for the cipher system as 
follows.  

Let X be the integer to be processed in forward conversion 

into   by equation (13). 

    (13) 
The cipher text for multiplicative cipher is evaluated by 

using equation (14). In this equation is used as 
multiplicative key  

   (14) 

Such that . The weighted 
equivalent of X is computed in the forward conversion by 
equation (15) as follows: 

     (15) 

Where , and 

 and . 
Similarly, in the reverse conversion the original number are 

computed as per the equation (16). 

    (16) 

Where . 
From the above observation, it has been observed that the 

proposed method is best suitable for the arithmetic operations 
which involves larger operands. Hence, it has been thought of 
testing the proposed system in the cryptographic standards. In 
this paper, the proposed system is tested on the symmetric-key 
technique Blowfish. 

IV. EXPERIMENTAL ANALYSIS OF PROPOSED 

SYSTEM 

The RNS system has greater advantages such as high-speed 
computation, in built parallel nature, immune to power 
analysis attack and algebraic attack if applied in arithmetic 
operations involving larger integers [26]-[27]. Therefore, the 
proposed system is decided to test with respect to the speed of 
computations on blowfish algorithm. Because in each round 
of blowfish algorithm it contains two 32-bit XOR and one 
Feistel function which intern contains two 32-bit addition and 
two 32-bit XOR operations. That is a total of (16 rounds × 
(2-XOR+F (2-XOR+2-ADDITION)) +2-XOR) 98 numbers 
of 32-bit operations for a single 64-bit block of data to 
encrypt. Therefore, it has been decided to apply the proposed 
method in the 32-bit addition of Feistel function.  
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That is 32-bit modulo additions of blowfish algorithms are 
replaced by the proposed RNS method in which input to the 
addition modulo are decomposed using the proposed RNS 
and the smaller components are processed in parallel. The 
result is analyzed with respect to the time elapsed for the 
standard blowfish algorithm v/s the proposed method of 
blowfish algorithm. 

The proposed design for the blowfish addition modulo 
operation is show in the Fig. 2. The Fig. 2 shows the output of 
two S-boxes are decomposed into smaller 6-bit components 
using RNS forward conversion. These components 
(corresponding residues) are added in parallel and later 
combined based on table driven method to generate 32-bit 
equivalent number using RNS backward conversion.  

 
Fig. 2. Proposed model for blowfish addition modulo 

32. 
It is best understood if considered an example. Therefore, 

an example is discussed to realize the addition modulo using 
the proposed model as follows:  

Let us assume k=4, such that from equation (7) and (8),  

 
With respect to the above parameters the six moduli’s as 

per the equation (10) with pair vice relatively prime are 

 

 

 

 

 

 

Now let us assume the X=65535 and Y=42153 are the two 
32-bit values, these are to be added. The addition is such that 
the residues of X are computed as per the equation (13) as:  

 

 

Similarly, from equation (13) the residues of Y are 
computed as: 

 

 

Now the result of the addition modulo of corresponding 
component moduli and  are computed as 

 are computed in parallel based on the 

equation (14) as: 

 

 

Finally, the total sum (C) (the addition modulo 32-bit) is 
computed by combining all the component residues ( ) by 

the forward RNS weighted conversion as follows using 
equation (15). 

 
 

 

This is equivalent to addition modulo of 32, that is if added 
without proposed model  

 

All six moduli’s are operated in parallel, this indicates the 

time taken for the additive operation is, the additive operation 
for the maximum moduli that is addition modulo 97 (m6). 
This can be shown experimentally as follows. 

  To have a practical insight an experimental result is tested 
on an environment that contains Intel(R) CORE(TM) 
i5-7200U CPU @ 2.50GHz 2.70 GHz with 4 GB installed 
RAM. The result is recorded with respect to the time elapsed 
for processing both proposed method of blowfish and existing 
standard of blowfish. 

The result of the test carried out are recorded and analysed 
separately for encryption and decryption. For the consistent 
output, the test is repeated for fifty times and the average of 
the fifty repetitions are recorded and used for the analysis. 
The time taken for processing both the method for various file 
size is shown table-I.  
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Table-I: Average time between the proposed method 
and standards for Encryption/Decryption Blowfish 

Encryption Time analysis 
Decryption Time 

analysis 

File 
Size 

AVG 
Time in 
seconds 
elapsed 

using the 
existing 
method 

AVG Time 
elapsed 

using the 
proposed 
method 

Time 
elapsed 

using the 
existing 
method 

Time 
elapsed 

using the 
proposed 
method 

10MB 2.724338 2.417677 0.002506 0.002322 
20 

MB 
5.375882 

4.739947 3.653145 3.351455 
30 

MB 
8.200386 

6.40815 5.396083 4.11357 
40 

MB 
10.60201 

8.228327 7.537973 5.837602 
50 

MB 
13.50485 

9.816842 9.053618 6.657303 
60 

MB 
16.55609 

11.630451 11.50914 8.930177 
70 

MB 
20.71033 

15.379581 14.36431 11.25126 
80 

MB 
24.36797 

17.713692 15.79634 12.26789 
90 

MB 
27.85867 

21.046451 17.74162 13.62862 
100 
MB 

31.61525 
24.6149229 22.71033 17.85033 

 
From the test and analysis it’s noted that the encryption / 

decryption time for standard blowfish algorithm is more 
compared to the blowfish algorithm with the proposed RNS. 
As file size increases the difference in the time also increases. 
The same results (table-I) are used to show the difference 
between the encryption time and decryption time for both 
methods (proposed v/s standard blowfish), that is shown in 
Fig. 3.   

 
Fig. 3. Difference in time between the proposed method 

v/s Standard methods for Encryption/Decryption 
Blowfish 

The grey line in the figure 3 represents the difference in the 
encryption time between the standard blowfish algorithm 
whereas the dark line denotes the difference in decryption 
time between the proposed method v/s standard blowfish. The 
result shows as the file size increase the time difference 
between both the methods increases, indicating better the time 
complexity. Therefore, the proposed RNS plays a better role 
in optimizing the time complexity of the any processing 
system. This is advantageous in the mission critical systems 
where time complexity is utmost important. Another 
importance is its in-built parallel processing capability that 
leads to increased immunity to side channel attack, algebraic 
attack and power analysis attack. Because the values are 

processed in its smaller components in parallel enabling to 
dissipate actual algebraic relationship between the values and 
also lowered power consumption. Therefore, the proposed 
RNS is bests suitable where it’s the security is important 

aspects of data exchange. 

V. CONCLUSION 

In this paper a new approach of RNS to decompose a large 
integer into smaller components were proposed. The forward 
conversion of the proposed RNS is created based on the six 

moduli sets  

 and the RNS 

for the backward conversion is proposed. In-built nature of 
the proposed RNS design leads to the higher computation 
speed and is tested using a standard blowfish algorithm. When 
proposed RNS system is used, then the total time required for 
the modular arithmetic operation is the maximum time 
required to process the largest moduli of the RNS 

(i.e. ). Hence, the total time of operations 

(modular arithmetic operations) is directly proportional to the 
largest residue computed in the forward conversion. The 
experimental analysis shows the optimization of the time 
complexity by the application of proposed RNS. The 
proposed RNS system provides immunity to the side channel 
attack, algebraic attack and power analysis attack because of 
parallel processing of the components residues. 
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