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Abstract: With the advancement in the electronic technology,
data identification and security is to be mainly considered as a
factor in the security. Biometric recognition has been taken in to
consideration for security purpose. Data security hasto be doneto
prevent the system security from transmission of data by
unauthorized users. Various authentications are taken in to
consideration but most commonly focuses on finger print
biometric system. Biometric recognition istaken in priority which
is high safe and security oriented. Preprocessing, extraction and
Equal Error rate are taken in to consideration. In this we are
mainly focusing in finger vein authentication domains over the
system implementation.
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. INTRODUCTION

M any biometric systems have its own recognition, database

and system model specification. On consideration of other
recognition such as voice, finger print and facial expression
but it is not secure. But with finger vein recognition, it is
unique. Highlighting the system method by vein recognition
[1]. Security and authenticate the system for providing
security issues. Considering the other factors of
authentication such as image or facial recognition makes it
most difficult to consider with security factors. Use of finger
vein has added advantage over al other systems [2].
Collecting number of datasets based on the vein recognition.
Data sets organization on the basis of collected images.
Implementing the system by use of certain agorithm
techniques and feature extraction system [3]. Review on the
problem of authentication and password management criteria
has alacked information security. On considering the security
issues, pros and cons of the system have been protected [4].
Comparison on the basis of retrieval of data Identification of
crime, password authentication this has been placed a major
role. By pattern recognition, the image results were obtained

[5].
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II. AUTHENTICATION SYSTEM USING
BIOMETRIC

The authentication system based on biometric deals with the
real time identity verification of a person using ther
behaviour or characteristic of abody. This system will collect
the data of abody (i.e. iris or finger vein) scanned images and
transfer them into digital data to store them in particular
manner. By using different algorithm this data’s can be
trained and stored for further usage. Thisagorithmisused in
matching patterns to match with the stored registered
recognised data and then verify the identity of a particular
person in safe and secure manner. In this two modes of
process are done they are identification and verification
modes. In identification mode initially the biometric of the
person is taken and then stored in the database. Once the
identification is done then in the verification mode the
reorganization of a biometric is done. When the input datais
collected it is allowed to compare the data with the stored
database to predict the matching of the pattern using
identification mode. In verification mode the same input data
will be analysed to predict the matched finger vein has the
same pattern of the person to prevent it from multiple usage.

I1l. PROPOSED SYSTEM

The finger vein reorganization system is considered as an
image classification problem and can be performed using
deep learning algorithm. Hence the CNN architecture can be
used to perform this authentication system. To perform CNN,
the required data should be collected using Data collection,
data augmentation, pre-processing and feature extraction
should be performed. Normally the feature extraction is
performed using features of the trained data and the based
upon that data the threshold values can be kept and then in
testing part the value of the features will compared with the
trained one to predict the verification system.
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Fig 4.1: Basic Block Diagram of processing the input image
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IV. ARCHITECTURE DIAGRAM OF PROPOSED
SYSTEM INREAL TIME

In this the User A and User B finger vein data are taken and
stored in database. The features of both the users are taken
and compared using CNN architecture to predict the
matching.
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Fig 4.1: Block Diagram of Processing | mage

V. MODEL DESCRIPTION

a. Data Collection:

The data collection deals with collecting the finger vein data
of the various people. The images will be collected and the
filter according to the dimension, size and format. Total data
which are collected will be stored in database in one format.
b. Data Augmentation:

The Data augmentation is normally performed to change the
dimension or direction of an image. Normally the 3-pixel
images are in vertical direction and 5-pixels are in horizontal
direction. Normally the data augmentation method is used to
perform the padding, cropping of an image and then the
horizontal flipping to achieve the neural network architecture.
c. Feature Extraction (LBP):

The local binary pattern algorithm is used to extract the
feature values of an image which will be used to train the
datasets in the neural network algorithm.

d. Resnet model (Transfer Learning):

In CNN architecturewhiletraining at certain condition adding
the neural network will slow down the training process and
also saturate the accuracy.

Fig 5.1: Resnet M odel

e. VGG modd:

The VGG-16 is a very deep convolutional neural network
which has 138 millions of parameters. Training on this deep
architecture needs large-scale datasets. However, our training
data is much smaler than the ImageNet. So a pre-trained
VGG-16 model was fine-tuned on our datasets. To mitigate
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this problem, ResNet incorporates identify shortcut
connectionswhich essentially skip thetraining of one or more
layers — creating aresidual block.
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Fig 5.2: VGG Model
f. CNN Model:

The pre-trained CNN model can be treated as a feature
extractor. A linear classifier can be built by using extracted
features asinput. On the other hand, the fine-tuning method is
often carried out to fine-tune some high-level layers. Features
inthe early layers are more generic. While featuresin the later
layers contain more specific information of original datasets.

Freezing early layers can bring us general and useful features
for many tasks. And fine-tuning following layers can generate
more particular features existing in our datasets. In this we
tried out VGG-16 model which will do fine tuning some layer
for pre-trained model. It increases the accuracy when
compared to previous convolution network.

VI. OUTPUTS
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Fig 6.1: Lossin test and train data
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VIlI. CONCLUSION

Novel method of CNN algorithm with VGG method of
transfer learning algorithmis applied. The ResNet-16 dataset
usage has helped to increase the efficiency with higher
accuracy. Equal Error Rate also the accuracy is better for
training and testing datasets. The practical and theoretical
model of this algorithm have resulted us good accuracy for
authentication of aperson and we can conclude that this CNN
model produce better accuracy than the other one.
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